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Jordan National Cybersecurity Framework
Capabilities

The Jordan National Cybersecurity Framework requiresntilies private and
government, to build and devel@mtityal capabilities that will ensure the optimal
utilization of thenationalas well as promoting digital transformation strategy and
resources to elevate the cybersecurity maturity indéresecapabilities, along with
their related capabilities and sub capabilities have all put into integrating with the
aim of ensuring cybersecurity.

To provide an enlightenment view of these main capabilitiesfollowing is brief
for each:

Security in Archite:
— & Portfolio

Security in
Development

Security in
Operations

Foundational
Capabilities

Security in
National Cybe
responsibility

e Main Consolidating
essssse Capabilities Related
—_— to INCSF

b~

Security in Architecture & Portfoli®ecurity in Architecture is the first
capability in Jordan's National Cyber framework, and it is considered one
of the most important capabilities, given its precedence in application and
importance in integration with the rest of the capabilities to maimt
security and maximum protection for entities, as it is one of the most
critical planning features of any project or producer's planning stage,
enabling effective prioritization of proposed investments, initiatiaed,
projects.

Security in Developmenthe measureand techniquse used during the
servicesdevelopment process to ensure that the resulting system is
secure and protected against potential threatisdthis includes practices
such as vulnerability assessments, security testing, and adherence to
industrystandard security protocols and guidelines.

Security in Delivensecurity in Delivery refers to the measures taken to
protect data and services during transformation and delivery. Such
measures include secure encryption, tracking and monitoring systems,
and personnel background checks. Delivery security aims to ehsure t
service/data are delivered to the intended recipient safely and securely
without being lost, stolen, or tampered with during transit.

Security in OperationSecurity in operations refers to the practices and
processes that aim to protect antity's services and information systems,
networks, and data from unauthorized access, use, disclosure, disruption,
modification, or destruction. These operations encompass a wide range of
activities, such as incident response, threat intelligence, vulneyabilit
management, and so on.

Foundational Capabilitiesundamental capabilities in cybersecurity are
the foundational skills and knowledge that entities and individuals must
have in order to effectively protect theservicessystems, networks, and
data from unauthorized access, misuse, and malicious attacks. These
capabilities are essential for ensuring tlservice resiliency and
confidentiality, integrity, and availability of information, which are the
three main pillars of information security.
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A Security in National Cyber Responsibilitybersecurity is a collective
responsibility shared between countries, businesses, academia, and
individuals. Countries worldwide are increasingly realihmgnportance
of cybersecurityn protecting national security and its significant impact
on economic growth.

The capabilities are combined to create a foundati@t equips institutions

with fundamental concepts to enhance their knowledge in the field of
cybersecurity. In the Jordan National Cybersecurity framework, the following
sequence is used to describe these capabilities:

Security in
Architecture &
Portfolio

Security in
Development

Security in

National =
Cyber Fundamental Capability

Responsibili

. Security in
~ Operations

The ensuing exposition presents a comprehensive overview of the capabilities,
taking into account the saliefeatures of each while enlisting the related sub
capabilities of each of the principal capabilities. It is intended to offer a concise
and lucid summary of the capabilities and-sabpabilities in a comprehensible
and coherent manner to readers.
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1 Security in Architecture and Portfolio

Security in Architecture is the first capability in Jordan's National Cyber
framework, and it is considered one of the most important capabilities, given
its precedence in application and importance in integration with the rest of the
capabilities to mairtin security and maximum protection for entities, as it is
one of the most critical planning features of any project or producer's planning
stage, enabling effective prioritization of proposed investments, initiatives, and
projects.

It is intended to improve security by designing strategically and
comprehensively. It is the Strategy to Portfolio function that allows for the
efficient design, creation, traceability, and management of secure, strategy
aligned products/services or enhameents. From a strategic standpoint,
develop a security and cybersecurity strategy aligned with the overall business
strategy. Assuring the practice of articulating and modeling cybersecurity
within enterprise architectures. As a result, optimize the megusecurity
among products/services by managing portfolio security and cyber security
aspects.

To have this consolidating capability, eanotity must use the main underlying
capabilities at the appropriate maturity leyeihichare concisely listed below:

A Strategy Management Capabilitythis capability involves ensuring the

strategic control and management of Cybersecurity and Cyber Risk across

all Services and Information, from top management to everyone.

A Enterprise Architecture Management Capabilititis capability focuses
on articulating and modeling the entire business from all angles to ensure
proper, optimizeeby-design, and effective security architectures.

A Portfolio Management CapabilityPortfolio management seeks to
maximize returns while minimizing risk. As a resultcyfver risk would
be considered at an early stage to ensure-getion rather than reaction
with cost optimization.

A Service Product Portfolio Capabiliytis is a supplementary capability to
the overall portfolio management capability, and it manages the level of

detail for each product or service. To ensure that security by design is
implemented in each service or product, as well as proper risk, technology,
and resource classification, to achieve the required CIAS index.

A Comprehensive Overview

The following exposition provides a comprehensive overview of this main
capability and its subapabilities among its counterparts, followed by a brief
explanation. This overview is intended to serve as a valuable reference for
understanding this criticalapability and its underlying sa@apabilities.

.

Service Product EA Portfolio Strategy Management
Portfolio Capability Management Management Capability t
Capability Capability - 1
L\

Security in
. Architecture
& Portfolio n

Security in
National
Cyber
Responsibility

Fundamental Capability

. . Security in
.~ Operations
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1.1 StrategyManagement

A cybersecurity strategy management capability isathiity of anentity to
develop, implement, and maintain a comprehensive cybersecurity strategy that
aligns with theentity's overall business objectives and protects ¢méity's
information assets and services. A robust strategy management capability
requires a clear understanding of taetity's risk tolerance, threat landscape,
and business priorities. It involves the development of a detailed cybersecurity
strategy that outlines thentity's approach to managing cybersecurity risks,
including identifyng and protecting critical assets, detecting and responding to
cyber threats, and recovering essential functions of business in the event of a
cyber incident.

The strategy development process should involve key stakeholders, including
senior management, IT, legal, and risk management, to ensure the strategy
aligns with theentity's overall business objectives and risk management
framework. Once the cybersecurity strategy is developed, it must be
implemented through various initiatives, including security awareness training,
vulnerability management, incident response planning,depdoying security
technologies. A robust governance framework is necessary toeettsi the
strategy is implemented effectively and the progress is tracked against goals
and objectives. Effective metrics and reporting are critical to measuring the
effectiveness of the cybersecurity strategy. This includes tracking progress
against gols and objectives, reporting to senior management and other
stakeholders, and conducting regular reviews to ensure the strategy remains
effective and current.

Security Strategy & Goals

Security strategy and goals in cybersecurity refer terdity's ability to define

and implement a comprehensive cybersecurity strategy that aligns with the
entity's overall objectives and goals. This includes setting clear cybersecurity
goals, establishing a risk management framework, and implementing
appropriate controls to mitigate cybersecurity risks.

Here are some key potentials required for effectigeurity strategy and goals
in cybersecurity:

Define Clear Security Goal:

Continuously
Improve Security

Develop a
Comprehensive
Security Strategy

Monitor and = < '
Assess Securit Vr\ll.ter?ra;e .eCurIty
Performance ithin Business

Obijectives

Implement Appropriate Security

- Define Clear Security Gaals entity needs to define clear and
measurable security goals that align with the overall business
objectives. This helps ensure that cybersecurity efforts are focused
on protecting the most critical assets and operations.

- Developa Comprehensive Security Strategy comprehensive
security strategy should be developed that addresses all aspects of
cybersecurity risk management, including people, processes, and
technology. This includes defining tastity's risk management
framework and developing cybersecurity policies, procedures, and
guidelines.

- Integrate Security Within Business Objectiveseffective security
strategy should bentegratedwithin the entity's objectives so that
security measures are designed to support and enable business
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operations. This requires strong collaboration and communication
between the cybersecurity team and the business units.

- Implement Appropriate Securiontrolsor Activity The security
strategy should include a set of proper security controls or
activities to mitigate the identified risks. These controls or activities
may include technical controls such as firewalls, intrusion
detection and prevention systems, encryptiand administrative
and physical controls, But it has to include the -temhnical
controls such as awareness, capacity building, governance, process
solidifications andbr reengineering.

- Monitor and Assess Security Performanégfective security
strategy and goals capabilities require ongoing monitoring and
assessment of security performance to ensure the controls are
adequate and aligned with the business objectives. This may
include business and functiortabletop exercises, testing threat
modeling scenarios, regular audits, vulnerability assessments, and
penetration testing.

- Continuously Improve Securitgybersecurity threats constantly
evolve, so it is essential to continuously improve security
capabilities in response to changing threats and risks. This requires
a culture of continuous improvement and a process for identifying
and addressing emerginigreats and vulnerabilities.

In conclusion, a strong security strategy and-getiing capabilities are crucial

for controllingcybersecurityrisks and protecting aantity's critical assets and
operations. This necessitates a comprehensive approach including all
stakeholders, as well as a significant emphasis on integrating cybersecurity
activities with business objectives.

Zero TrustStrategy

Zero trust is one of the fundamental concefitat is widely adopted in the
cybersecurity world. The ZeflgustArchitecture approach is commonly used

at the Technology and application layers, where all network and traffic
transactionsare treated asthreats to be examined and never just simply
trusted and must be checked every time and everywhere. This concept should
also beadopted in the strategy and business architectures for checking,
verifying, and validating that thentity will have the required business,
functional, and role components to achieigeStrategic Goals, Objectivaad
Services.

Strategy Management preequisites (Process, People)

Several key prerequisites for effect@gategyManagement include process
and people.

APeople People are a criticaprerequisite for a successful strategy
management capability in cybersecurity. This includes having the right
personnel with the necessary skills, knowledge, and expertise to develop
and implement a comprehensive cybersecurity strategy. Additioitaitsy,
important to have a strong leadership team that can provide direction and
oversight anangage all stakeholders across dmity.

A Process Process is another criticaterequisitefor a successful strategy
management capability in cybersecurity. This includes having a
comprehensiveEnterprise Architecture framework in place, as well as a
defined process for identifying business objectives, key performance, and
risk indicatorsas well agssessing, measuriragd prioritizing cybersecurity
risks. Additionally,it's important to have a clear and weléfined
governance structure to ensurinat all stakeholders are engaged and
informed throughout the process.
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In summary, a successful strategy management capability in cybersecurity A
requires the right peoplandwell-defined processes to implement and monitor

the strategy. By ensuring thepeerequisitesare in place, entities can better

protect themselves against cybersecurity risks and threats.

The Benefits of Applyintrategy ManagemenCapability

Incorporating this capability within entities will yield a multitude of benefits,
such as:

. Clear Direction /

. Better Alignment with Business /1

= . Improved Risk Management)

B, . .o DOSS . Better communication J

A Clear DirectionA welldefined cybersecurity strategyves theentity clear
direction and priorities for its cybersecurity efforts. This ensures that
resources are allocated effectively and cybersecurity risks are managed
appropriately.

A Better Alignmentvith Business Objective& cybersecurity strategy that is
aligned with the entity's overall business objectives ensures that
cybersecurity is integrated into theentity's operations and that
cybersecurity risks are managed in a way that supporterttiy's goals.

A ImprovedRskManagementA cybersecurity strategy enables t#ity to
identify and prioritize cybersecurity risks and to allocate resources
accordingly. This ensures that cybersecurity risks are managed effectively
andthe entity'sinformation assets are protected.

Better communication A cybersecurity strategy enables better
communication between cybersecurity teams and other business
functions. This ensures that cybersecurity risks are understood and
managed effectively across thatity.
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1.2 Enterprise Architecture Management Business Modellin

Data Architecture & & DNA Analysis

Enterprise Architecture is one of the most important capabilities that works Information as Asset
as a foundatiorfor the other capabilities mentioned in this framework to
ensure reliable security by desigh plays a fundamental and critical Services andiza

Prerequisite for the cybersecurity program to be established, operated and Trust Architecture
maintained.

entities Asking and answering teixgolden questions (Why, How, who,
what, where and when) related to their business, functional elements and
components will be able to identify and develop the fundamental robust
and integrated business artifacts

A Strategy and Goals APolicies, Processes, Procedures and Activi
ARoles and Responsibilitie A Things and materials

A Locations and Geograph AEvents and Triggers. Product
Security
Understanding, Modellingand analyzingthe abovementioned Business Roadmap

artifacts will enable the Business leaders, Risk managers, Cybersecurityecurity
Managers as well as the Digital Transformation leaders to build a commonrchitecture
understanding of the business nature and iaotegrate both the Digital Management
Transformation and Cybersecurity strategeesd to map theentity KPIs and
KRIs, and to select the most efficient and effective cybersecurity Controls.

Security
Standards

Business Modelling & DNA Analysis
Government and Private Entities are required to develop, updatemaintain

the major architecture, which reflects: All operational businegsrocesses and cycles should be captured, modeled,

I _ _ and linked with theentityal structures, exposed services, products, data and
A Business Architecture information, customers, interfaces, internal flows of informationg potential
risk points. The Busines®deling must show all different possible paths and

A Strategy Architecture

i scenarios, different business events, atifferent business data objects.

A Services and Crogsinctional Architecture Although business models might be developed using different and various
A Data & Information Architecture tools, the Open Group fre®m-use ArchiMate modelinganguage is highly

) recommended to develop a national and common understanding of the
A Application and Technology Architecture National Digital Business Services and National Data Catavagjal, will

A Security Architecture provide foundational practices for the National Resiliency.
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The detailedentity DNA Analysis will come once all the aboverardeledand
maintained. The 36Giewsof each element antoth the content and context
analysis of the business artifacts will provide a massive business matrix analysis
for comprehensive and detailed cyber risk management, analysis,
measurement.

Data Architecture & Informatioras Asset

Data and Informatioare the most important assets to be protected from any
breach or misuse that might cause economic, finaraialny adverse National
Impact. Therefore, the Data and Information Architecture should be
Developedmodeled, analyzed, and Maintained, and it should cover the data
objects along each of the core layers and with the differentsgstem part
interactions This capability is linked and attachtecthe Data Management
Capability. Thedata models and data architecture should be deled
comprehensively from different points of view to show a full link between the
data objects in any layer or dimension covering the full lda¢age

Services and Zerorust Architecture

Zero trust is one of the fundamental concefitat is widely adopted in the
cybersecurity world. The Zelwust Architecture approach is commonly used

at the Technology and application layers, wherenatiwork and traffic
transactions are treated as a thrett be examined and never just simply
trusted and must be checked every time and everywhere. This concept should
also be adopted in the strategy and business architectures for checking,
verifying, and validating that thentity will have the required business,
functional, and role components to achieve its Strategic Goals, Objeatides,
Services.

Security Architecture Management

The practice and process to articulate and model a full security architecture
mapped to the Business, Strategy, Data and Information, Services, Application
and Technology architecture. The security architecture should be lined and

crossmappedwith the other layers and dimensions to show different levels of
security points in the prexisting developments. By Managing this capapility
entities would be able to detect different types of functional and technical
vulnerabilities in theiexact location.

Security Standard

Define the baseline standard architecture of the secufftyereit should show

the security measurement and controls in each layer, for examplée
business layer, in the strategy layer, in the technology layer, etc. Each control
type is defined based on each vulnerability type and the associated risk
scenario.

Security Product Roadmap

Security Architecture and Security Standards will be the foundational
components of planninglesigning, acquiring, and implementing any business,
functional,or security products.

EA Prerequisites Technology, Process, People
A Define or choose a proper EA framework that covers the requirements of
the entity industry and/or components.

Select representation language to be used in conducting the various
models with clear predefinetietamodeldike ArchiMate.

LRSyGATe | ¢ff¢

standards.

9yuAldASaQ

State all Regulatory and Governance compliance rules and regulations.

Allocate and assign the ptained resources and formulate the tedhat
will be responsibléor building, operatingand maintaining the enterprise
architecture practices.
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>\

Define theproper needed tech solution and tools to support all the EA

processes and activities.

>\

>\

Define all process owners and stakeholders.

Identify the governance model, workflovesd the change management
process.

The Benefits of Applyingnterprise Architecture

Management

Incorporating this capability within entities will yield a multitude of benefits,

such as:

¥,

Provide and maintaia Holistic View of the Business
Dimensions and Artifacts.

Detect business, strategy, functionaihd technology
deficiencies and vulnerabilities in different business
dimensions and levels.

Develop integrated Digital and Cybersecurity
strategies.

Build the ZeroTrust architecture mapped with
comprehensive business models at different levels.

Construct a suitable cybersecurity architecture in
reference to different business risk seniors and
integrate Key Risk Indicators inkey Performance
Indicators.
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1.3

Portfolio Management
Portfolio management in security is the process of carefully selecting and

managing a group of investments to achieve specific business objectives

while considering the investor's risk tolerance. This involves selecting
suitable investments based on goatsnelines, and risk tolerance,
monitoring them over time, and making necessary adjustments as
required.

The term also refers to amtity's ability to efficiently manage a collection

of initiatives, projects, and programs to achieve strategic objectives. In
other words, it is a way to bridge the gap between strategy and

implementation. Senior leadership plays a crucial role in executing the
strategy, maximizing business value delivery, and safeguarding the
portfolio's value through continuous monitoring and evaluation.

In the context of cybersecurity, portfolio management capability involves
managing a portfolio of cybersecurity initiatives to improve ahéty's
overall security posture. The process includes:

A

Defining business objectives.
Inventorying projects and requests.

Prioritizing projects, Validating project feasibility, Managing and
monitoring the portfolio.

Making tradeoff decisions to maintain alignment with strategy and
execution.

Portfolio ManagementKey Factors

A mature portfolio management capability includes several key elements:

A GovernanceA clear and effective governance framework that defines

roles, responsibilities, and decisioraking processes for managing the
cybersecurity portfolio.

Risk Management

Resource Allocation

Strategy AlignmentA strong alignment between the cybersecurity
portfolio and theentity's overall business strategy, goals, and objectives.

Risk Managemengn effective risk management process that identifies,
prioritizes and mitigates cybersecurity risks in the overall business risk
landscape context.

Resource AllocationA process for allocating resources, including
personnel, funding, and technology, to cybersecurity initiatives based
on their priority and potential impact.

Performance Managemeng system for monitoring and reporting on
the performance of the cybersecurity portfolio, including progress
toward strategic objectives and return on investment.

Continuous ImprovementA culture of continuous improvement that
fosters innovation, collaboration, and learning from past experiences.

el —— oo — - b . )
- 11 O—= |
| — IE =2 PP
Governance PortfolioManagement  (—($)
Key Factors

Overall, Portfolio management capability requires a clear understanding of
longterm goals, risk tolerance, and investment options, as well as the ability to
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weigh strengths and weaknesses, opportunities, and threats across the full
spectrum of investments.

Security Initiatives Epics /Security Plan

To implement Portfolio Management properly, capturing and maintaining
security initiatives Epics/Security Plan capabilities is important. These initiatives
refer to a large body of work related to security that is broken down into smaller
stories and managl within the context of a larger security initiative. Security
initiatives may focus on specific ardi® Process Solidification, Awareness,
Capacity Building, Data and Information Identification and Security, Service
Resilency, Network security, or ass management. Each of these components
should be further broken down into stories that can be completédin a

short period of time. This approach helps entities manage security risks
effectively by prioritizing initiatives that align with their overall security goals
and breaking them down into smaller, more manageable chunks of work.

To develop a security plan, entities should create security initiatives that align
with their overall security goals. A security plan should typically include a
description of the entity's security objectives, a risk assessment and
measurement that identifies threats and vulnerabilities, and a set of controls
and procedures for mitigating those risks.

Components of Security Initiatives Epics/Security Plans.

Capacity Building

Access management

Service Resiliency

Network Security

Data and Information Identification and Security .

Portfolio ManagementPrerequisites(Process, People)

Effective portfolio management capability requires the rigdrhbinationof
peopleand processeBelow are the kepre-requisites in each of these areas:
A People:
- Governance structure: A weléfined governance structure with
clearly defined roles and responsibilities for managing the
cybersecurity portfolio.

- Expertise: A team with expertise in cybersecurity, risk management,
project management, and business strategy.

- Collaboration: A culture of collaboration and communication between
cybersecurity teams and other stakeholders in enéty, such as IT,
legal, compliance, and business units.

A Process

- Strategy alignment: A process for aligning the cybersecurity portfolio
with the entity's overall business strategy, goals, and objectives.

- Enterprise Architecture: A walbtablished Enterprise Architecture
practice.

- Risk management: A process for identifying, prioritizing, and mitigating
cybersecurity risks in trmverall business risk landscape context

-  Resource allocation: A process for allocating resources, including
personnel, funding, and technology, to cybersecurity initiatives based
on their priority and potential impact.

- Performance management: A system for monitoring and reporting on
the performance of the cybersecurity portfolio, including progress
toward strategic objectives and return on investment.

Effectiveportfolio management capability requires a balance between these
prerequisites The rightombinationof peopleandprocesses can help entities
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effectively manage their cybersecurity portfolio, prioritize their efforts and
resources, and improve their overall security posture.

The Benefitof Applying thePortfolio Management
Capability

Incorporating this capability within entities will yield a multitude of benefits,
such as:

Inistitunalize Cyber Security Economics)

. Improved Decision-Making }

. Resource Optimization )

. Enhanced Visibility )

A Inistitunalize Cyber Security Economiesrtfolio management enables
entities to prioritize and manage risks related to cybersecurity more
effectively by identifying and economically addressing the most critical
business risks first.

A Improved DecisioMaking Entities can make more informed decisions
about cybersecurity investments and prioritize initiatives aligning with their
security goals and objectives using a portfolio management approach.

A Resource OptimizatiorPortfolio management will help entities allocate
resources more efficiently by identifying areas where investments can
significantly impact cybersecurity.

A Enhanced VisibilityPortfolio management provides a holistic view of the
entity's cybersecurity posture, enabling stakeholders to make more
informed decisions about cybersecurity risks and investments.
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1.4

Service Product Portfolio

A service product portfolio in cybersecurityipractice of managing the
servicedProduced or to be produced secure arentity'sservicesand data
from cyberattacks. These services could tezhnologiesor services
acquired, outsourced, developed, or enhanced to achieve the cyber
security strategic goals

To be effective in terms of cybersecurity, a service product portfolio should

comprise a variety of services tailored to address various areas of
cybersecurity. Services that focus on people, processes, and technology,
such as:

w People: Servicesocused on people may include )
training and awareness programs that help employ Ih
understand and mitigate cyber risks. This could inclu “ﬂ
training on topics such as password security, phishi

attacks, social engineeringyber security trends, etc.

w Process: Services that are focusedlenprocess may
include services that helpentities develop and G}Q
implement effective cybersecurity policies and O]
procedures. This could include services that heO )
entites to conduct risk assessmentsand
measurements implement security controls, and
respond to potential security incidents.

w Technology: Services that are focused on technolo
may include services that hegmtities implement
and manage cybersecurity technologies, such
firewalls, intrusion detection systems, encryption
and vulnerability managementhis could include
services that helpntitiesto assess their technology needs and select
the most appropriate solutions.

The capability of a service product portfolio refers toghéty's ability to

track and monitor the effectiveness of the products and services selected
to fulfill the initiatives designed and approved in the cyber security
portfolio. This can include the availability of resources such as qualified staff
and equipment and the ability to respond to changemyironment,
culture, technology needsand market conditions. Overall, a well
developed service product portfolio and strong capabilitié help
entities track and monitor the effectiveness of the products and services to
fulfill the objectives designed or procured.

w A security products and serviaestalog is a document that lists all of
the security products and services that amtity outsourced,
administers, manages, develops, or acquisesurity cameras, alarms,
access control systemspftware and hardware solutions, security
learning management systems, aselcurity consulting services are
examples of suclproducts and servicessach product or service is
often described in full in the catalog, includifugictions, features,
specifications, human resources, cinued effectiveness and
efficiency evaluation, pricing, and ROI analysis

w Security classificatiomnd the services and products listed, tracked, and
monitored in the service product portfolio tategorizéhembased on
their level of sensitivity and the potential impact iofplementing
them. The specific security classifications usedrbgndity may vary
Each product or service may have its own security classification
depending on its potential impact and the level of protection it
provides. For example, a security camera system may be classified as
unclassified, while a biortr&c access control system may be classified
as confidential or secret. It is important fentities to consider the
security classifications of their products and services carefully and
ensure that they providthe appropriate level of protection.

w Security reviews can be used to assess the security opeadiict or
servicein the catalogue This can help thentity identify potential
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vulnerabilities and risks affecting the objectivaasl take steps to
address them.

A TLM (Technology Lifecycle Management) is a comprehensive sti@tegy
managing arentity's products and serviceiroughout its lifecycle. It
assists in planning, acquiring, deploying, maintaining, and rgindolgicts

and serviced order to maximize their value while minimizing costs. TLM

is based on a comprehensive perspective of the full technologgrvice
procesdifecycle consideringasset utilizationgualification, skills;ost, and
compliance. TLM also assiststities in more effectively and efficiently
managing theirproducts and serviceby offering visibility into their
resources and assew®nabling proactive déxionrmaking, and helping

entities to understand and maximize the value of their investments and

identify possible cost savings asea

Service Product Portfolio Preequisites (Technology,
Process, People

A TechnologyEntities might consider enterprise solutions to track, monitor,

and provide functional and financial analysis of the effectiveness,
efficiency, utilization, SLAs, human resources capabilities, and response of

the services or products implemented.

A Processesentities must have weltlefined processes in plade track,
monitor, and manage products and services.

A People:entities must have the necessary staff with the necessary,skills
qualifications, and knowledge to track, monitor, and manage products and

services implemented.

Service Product Portfoli@enefits:

From a cybersecurity perspectitbere are advantages and disadvantages to
the product and service portfolio

‘ Improved Security Posture

v,

Enhanced Return of Value andvestment

Improved Security Postur&ntities will be able to continuously manage
products and services implemented to improve their overall security
posture and prevent or mitigate future security incidents.

Enhanced Return of Value and Invencement: Entities will be able to practice
and economically measure the effectiveness of the services and products
introduced as controls to mitigate specific risk scenarios.
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2 Security in Development
The measure and technique used during skevicedevelopment process to
ensure that the resulting system is secure and protected against potential
threats and vulnerabilities. This includes practices such as vulnerability
assessments, security testing, and adherence to indasndard security
protocds and guidelines.

Furthermore, it entails involving security experts and stakeholders throughout
the development process to ensure that security considerations are
incorporated into each phase sérvice or softwarelevelopment. Security in
development is critical for protecting sensitive information and maintaining
system integrity.

To have this consolidating capability, the following nine capabilitiésh are
called Requirements to Deploy Functiamsist be developed, maintained, and
activated withinthe entity as anentity or an individual with the appropriate
maturity level:

Defect
Management

Test
Management

Secure Code
Management

rs

Release Service/ Product R 2

Meanagement Security in ) Design
Development /

ravise and N Management g Product & Team
pability” P by’ /(‘ “"%(% Backlog
y 9 .

Ci/co

o o Requirements
Pipeline

Management

pug———

Requirements Managemefapability The ability to gather, document,
and manage the requirements of the software system, including gathering
input from stakeholders and ensuring that the software system meets the
needs ofusers.

Product & Team BackloGapability The ability to maintain and
prioritize a backlog of requirements, features, and user stories that
need to be implementedihis helps to ensure that the software system
is aligned with the needs of stakeholders.

Service/ producDesignCapability The ability to design and plan the
architecture, layout, and overall design of the software sysikuis
includes creating detailed plans and specifications and ensuring that
the software system is aligned with & well as cybersecurity
governance best practices.

SecureCode Managemen€apabilitythe ability to implement secure
coding practices, such as input validation, error handling, and secure
data storage, to help prevent common software vulnerabilities. This
includes using secure coding standards, such as OWASP Top 10, and
following best pretices for software development.

Test ManagementCapability the ability to use automated testing
tools, such as unit tests, integration tests, and regression tests, to
ensure that the software system is functioning correctly and is free of
bugs or errors. This includes implementing automated testimd)
penetration testingas part of the CI/CD pipeline to ensure that the
software system is secure and meets the requirements of stakeholders.

CIl/CDPipeline Capabilitythe ability to implement a CI/CD pipeline to
automate the software development process, including automated
testing, building, and deployment. This includes integrating security
testing into the CI/CD pipeline to ensure that new code changes do not
introduce any vulnerabilities or security issues.
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7. DefectManagemeniCapability security in development is the process A Comprehensive Overview
of identifying, trackingand resolving securiielated defects in the
software system. It includes capabilities such as security defect tracking, 1he following exposition provides a comprehensive overview of this main

resolution, root cause analysis, reportinggnd vulnerability capability and its subapabilities among its counterparts to provide a detailed
management. analysis of the capability and @smponents. By minding this capability and its
sub-capabilities, entities can gain insights into how they interact and utilize it
8. Build Management Capabilityte ability to manage the build process, to achieve the desired outcomes according to their field and business

including version control, testing, and packaging of software systems.  requirements. This overview is intended to serve as a valuable reference for
This includes automating the build process, managing dependencies, understanding this criti¢@apability.
and ensuring that the software system is ready for deployment.

9. Release Management Capabilitye ability to plan, organize, and

manage the release of software systems, including testing, packaging, II A W
and deployment. This includes identifying the appropriate release < k/' =

schedule, determining the release criteria, and coordinating the release Test Secure Code CliCD Build Release
process wih stakeholders. Management Management Pipeline Managing Management
& N me &
* »;=' @_— a
,O/A e o, >
Defect Service Product Product & Requirement
Management Design Team Backlog Management {

Security in
Architecture &
Portfolio

Security in
National

. . ‘Security in
~ Operations
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2.1Requirements Management Capability

Requirements Management is a critical componentany development
process. It involves identifying and documenting the needs and expectations of
stakeholders, such assers and customerand defining theo be developed
LJ2 NR e difi@ @quirements to satisfy those needs and expectations.

The goal of requirements management is to ensure that the software
hardware, soluitons andr servicedeing developed is aligned with the needs
and expectations of stakeholders and that it is developed per the overall project
objectives. This typically involves identifying the requirements griduct
documenting those requirements clearly and concisely, and tracking the
progress of the development against those requirements.

Requirements management in cyber security is critical to ensuring the security
and integrity of a system and protectirsgrvices andnformation from
potential threats or vulnerabilitiesEntities can effectively safeguard their
systems and data and protect themselves from cgrcks or breaches by
properly managing security and privacy requirements

Requirements ManagemenPhases

Requirements management involves several phases, including requirements
planning, elicitation, analysis, documentation, validation, and manager#ent

A Requirements Planninghis involves defining the overall strategy for
requirements management, including the roles and responsibilities of
stakeholders, thenethods,and tools to be used, and the approach to
requirements elicitation, analysis, documentation, and validation.

A wSj dzA NB Y Sy (iThid inveifed gathefirlg Gnkl Blghitifying the
requirements for the project or system. This may involve conducting
interviews, surveys, workshops, or other techniques to gather input from
stakeholders, such as the customer, the development team, and any
other interested parties.

A wSlj dzA NB Y S y ThiQ @volvey anfly&igghl &rdanizing the
requirements that have been gathered to identify any inconsistencies,
ambiguities, or gaps. This may involve creating a requirements hierarchy

or other visual representation of the requirements to help stakeholders
understand and agree on the requirements.

A wSlj dzA NB Y Sy G Qa Ths hOlde¥ Soyuinening e/ Y
requirements in a clear and concise manner, using a standardized format
and language. The requirements document should include details such as
the purpose, scope, and constraints of the project, as well as the specific
requirements for each aspect of the system.

A wSlj dzA NB Y S y (i invalves verRyingi dn@wilidating the
requirements to ensure that they are complete, consistent, and accurate.
This may involve reviewing the requirements with stakeholders,
conducting testing or simulations, or using other methods to ensure that
the requirements meet theisers' or customersieeds.

A wSlj dzA NB Y Sy (i Q &hisanVolfds B8knS, yhéinXging, and
controlling the requirements throughout the project. This may involve
updating the requirements document as necessary, communicating
changes to stakeholders, and managing any changes to the project scope
or timeline.

Requirements Requirements
Management Planning (-5 -
=]

b
.‘i
aa
Requirements

Management

Phases
7

Elicitation

Bes
1

wSlj dzA NBE Y
Documentation
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Security & Privacy aBrincipal for Requirements
Management

Security and privacy are critical considerations in requirements management.
Ensuring the security and privacy of the project's requirements is important to
protect sensitive information and prevent unauthorized access to the project's
data and resources.

It is important to identify and document these requirements clearly and
accurately and to track and manage changes to them over time. It is also
important to ensure that the requirements are consistently and effectively
implemented in the system or applitan to ensure its security and protect
sensitive information from potential threats or vulnerabilities.

02 Integrity

04 Privacy

Compliance

=

fal

Security

03 Availability

0 1 Confidentiality

A Confidentiality: Requirements should be kept confidential to prevent
unauthorized access or disclosure.

A Integrity: Requirements should be protected from unauthorized
modification or tampering to ensure their accuracy and reliability.

A Availability: Requirements should be readily accessible to authorized users
to ensure that development can proceed efficiently and effectively.

A Privacy Requirements may contain sensitive or personal information, and it
is important to ensure that this information is protected from unauthorized
access or disclosure.

A Security Requirements should h@otected from external threats such as
hacking or malware attacks to ensure their integrity and reliability.

A Compliance Requirements should be managed in a way that complies with
relevant laws, regulations, and industry standards to ensure the security
and privacy of the system being developed.

Requirements Management Preequisites

The prerequisites for successful requirements management include the
following:

A Requirements management tools are essential for effectively managing
and tracking theequirements throughout the project. These tools should
support the various requirements management activities such as
elicitation, analysis, documentation, review, and approval.

A A welldefined and structured requirements management process is
essential for ensuring that the requirements are accurately gathered,
analyzed, documented, reviewed, and approved. This process should be
documented in a requirements management plan andliovied
consistently throughout the project.

A A dedicated requirements management team with the appropriate skills
and expertise is essential for successfully managing the requirements
throughout the project. This team should include representatives from
various stakeholder groups, subject matter etgeand project managers.
Effective communication and collaboration among the team mendrers
also essential for ensuring the requirements are accurately gathered,
analyzed, documented, reviewed, and approved.
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The Benefits of Applying the Requirement Management
Capability

Incorporating this capability within entities will yield a multitude of benefits,
such as:

' Prioritize Requirements |
A

. Continuous Improvement

. Reduced Cybersecurity IncidentsJJ

_,—‘ Cost Reduction )

Security Enhancements )

Development Aligned with Objectivesj)

Regulatory Compliance J

L . Efficient Resource UtiIizaticy

Improved IncidentResponse J

L . Enhanced Communication and CoIIaboratio)n

I ‘ Mitigation of Potential Threats )

A Prioritize Requirementst helps to prioritize requirements, allowing the
development team tdocus on the most important and valuable features
of the product or system.

ASecurity Enhancement<learly defined requirements guarantee that
security requirements are explicitly included, so improving system security.

A Development Aligned with Objectiv&iinerability risks are reduced when
development activities are consistently aligned with requirements and
compliance standards.

A Mitigation of Potential Threat€Explicitly addressing potential threats in
requirements allows for proactive mitigation during development.

ARegulatory ComplianceClear requirements articulate and ensure
adherence to regulatory and compliance standards.

A Efficient Resource Utilizatior8treamlined resource allocation focuses
cybersecurity efforts on critical security needs.

AReduced Cybersecurity Incidenfhorough management of security
requirements minimizes the risk of incidents and breaches.

Almproved Incident Respons&Velkdocumented security requirements
facilitate efficient incident response processes.

AEnhanced Communication and CollaboratiGfear requirements foster
collaboration and a shared understanding among development teams,
cybersecurity professionals, and stakeholders.

A Cost ReductionAddressing security requirements early prevents costly
rework andmaodifications later in the process.

3.Continuous ImprovementRequirements management establishes a
framework for ongoing assessment and improvement of cybersecurity
measures.
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Development \J

Roadmap

2.2Product & Team Backlog Capability

A product backlog is a prioritized list of tasks that must be completed in order
for a product to be developed and launched successfully. It often comprises
user stories as well as additional items required to construct the product, such
as technical or dggn activities. The product owner owns the product backlog,
which is utilized by the development team to plan and execute the work
required to construct the product.

A team backlog is similar to a product backlog, but it is specific to one
development team rather than the entire product. It covers the work that the
team has committed to completing in a given sprint, as well as any additional
items that the team may neketo work on to support the product backlog. The
development team owns the team backlog, which is used to plan and track the
team's progress on the work they have agreed to do.

A product backlog's and a team backlog's capabititiedirectly tied to their
ability to give a clear and actionable plan for the development team. This means
that the items on the backlog should be specific and detailed enough for the
team to comprehend what needs to be done. Furthermore, the backlog items
should be prioritized so that the team may focus on the most important tasks

first.
w Tasks and
| Releases
" M Prioritizing

A weltmanaged product and team backlog
should also be adaptable, allowing the team
to revise their plans as needed in reaction to
changes in the product or development
process. This can be accomplished by
reviewing and refining the backlog on a
regular bais to ensure that it appropriately
reflects the current status of the product and
the team's priorities.

X //@
Estimanhon Q/ Overall, the capability of a product and team

- o/

backlog is determined by their ability to
support the team in their work and help them
to effectively deliver higlquality products.

Product & Team BackloBre-requisites Technology,
Process, People

The prerequisites for a product and team backlog to be effective include the
following:

A TechnologyThe team will need access to a project management tool that
allows them to create and manage the backlog. This could be a tool
specifically designed for agile project managenmna more general
purpose tool that allows the team to create and prioritize items on the
backlog.

A Process The team will need to have a clear understanding of the agile
development process and be committed to using agile principles and
practices to manage their work. This includk=arly understandinthe
role of the product owner and the development team, as well as the
principles of sprint planning, daily stamd meetings, and sprint
retrospectives.

A People The team will need to have a mix of skills and expertise to support
the development process. This includes having a product owner who is
responsible for managing the product backlog and ensuring that it
accurately reflects the priorities of the busineas, well as having a
development team with the technical skills and experience to build the
product effectively.
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The Benefits of Product and Team Backlog Capability

Incorporating this capability within entities will yieldnaltitude of benefits,
such as:

’ Reducing Overwhelming Backlog Size:

- &

EnhancingClarity
. ’ Flexibility

v,
~

— Prioritization J
o P

—_ Collaboration . T

‘ Transparency: |
V.

Balancing Technical Debt and New Featur. _}7

Prioritization A welmaintained product backlog helps prioritize
cybersecurity tasks based on their significance and potential impact. It
allows the team to focus on the most critical vulnerabilities and risks first,
ensuring that limited resources are allocated effectively.

Collaboration A backlog promotes collaboration among team members. It
serves as a centralized repository of tasks, allowing team members to have
a shared understanding of what needs to be done. It encourages cross
functional collaboration andoordination, which is crucial in cybersecurity

to address diverse threats and vulnerabilities.

Flexibility Backlogs can be adjusted and reprioritized as new threats or
vulnerabilities emerge. This flexibility enables the team to adapt to evolving
security challenges promptly and make necessary adjustments to their
plans and priorities.

Reducing Overwhelming Backlog Sizéhe backlog becomes too large or
poorly managed, it can become overwhelming for the team. This can lead
to inefficiencies, confusion, and difficulty in identifying the most critical
tasks. It isessentialto maintain a manageable backlog size by regularly
reviewing and refining it.

Enhancing ClarityBacklog items should be weé#fined and include clear
acceptance criteria to avoid ambiguity. In cybersecurity, where precision is
vital, vague,or incomplete backlog items can hinder the team's progress
and result in miscommunication or misunderstandings.

Balancing Technical Dedstd New Featuresin cybersecurity, addressing
technical debt (existing vulnerabilities and weaknesses) alongside new
feature development is crucial. However, balancing these competing
priorities in the backlog can be challenging. Failure to allocate sufficient
time and esources to address technical debt can result in increased
cybersecurity risks over time.

Overall, when effectively managed and maintained, product and team backlogs can

TransparencyThe backlog provides transparency into the cybersecurity provide numerous advantages in the realm of cybersecurity. However, it is

initiatives and tasks being worked on. It enables stakeholders, includingmnortant to address potential challenges and risks to ensure that the backlog
management and clients, to have visibility into the team's progress, remains a valuable to&br the team's security initiatives.

understand the security priorities, and make inforndedisions.
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2.3ServiceProductDesign Capability
Service design practice is to create products and services that are holistically fit
for purpose, meaning they meet the needs and expectations of the customers
internally or externally, and optimally fit for use, meaning they can be delivered
effectively ly the entity and its ecosystem. This includes considering the
technical requirements of the products and services and optimizing customer
experience (UX) along the designed customer journey with all optimal user
interfaces (Ul) and the business processesderd to deliver them. In the
context of cybersecurity, the design should take care of all security by design
principles and guidelines in reference to #atity businesdransformation
security strategy, regardless of the design phase. This required the execution of
each subfield of the designing capability as below. Where the goal is to ensur:
a highly secure product or service with less / minimum vulnerabildyber or
security breaches, the Designing practice optimally goes in different phases and
links with other capabilities mentioned in this framework; additional
information to elucidate this in the SPD dependency section. In general, the
design will go like the belosiagram with capsulation of the security aspect :

Tec.
.\ Modelling

. Trust fi }
\ Design " \ /
A SecurityDesign

The present holistic security design is characterized by its continuous and

horizontal integration with each phase of the overall design practice. Its

primary objective is to guarantee that security checkpoints are identified

u for each component type, suels data processing aspect, infrastructure,

] etc. Each security checkpoint is designed to address distinct security issues
and types, such as confidentiality, integrity, and availability (CIA).

4 It is imperative to continuously monitor and manage the security design,
implemenatios especially when changes are being generated and adapted. The process of
- @ e security design is central to safeguarding sensitive data and assets.

Therefore, it involves regular reviewslarpdates of security measures to
protect against the latest threats and vulnerabilities.
In conclusion, the holistic security design is a fundamental aspect of any
business or academic setting. Its purpose is to ensure the apprehension of
Establishing security checkpoints in each phase of the design process and to address

Threat

= |\ Modelling

Zero

Privacy
Design

C
<

Identifying o Capsulation
Resources °'::‘::1“Y
and Skills P

Performance

Criteria different security issues and typevhile continuously monitoring and

managing the security design. Regular review and updates of security
measures are essential to maintaining the confidentiality, integrity, and
availability (CIA) of sensitive data and assets.
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A Privacy Design

Privacy design represents a fundamental element of security that aims to
guarantee efficient accessibility mechanisms to the right individuals whilst
properly preserving personal data. The design of effective privacy
solutions within the context of cybersgity involves considering
potential risks and vulnerabilities that may compromise user data and
implementing measures to mitigate such risks. This comprises the careful
determination of the appropriate levels of authentication and encryption,
as well aghe development of policies for privacy use management. It is
of utmost importance to ensure that such procedures enable the optimal
protection of personal data by regulating its collection, storage,
processing, and sharing whilst adhering to applicagkd knd regulatory
frameworks.

Threat Modelling

Threat Modelling is a process that involves creating models that act as
testing scenarios of various potential threats that may affect the different
assets related to the product or service. This process considers the full
journey of the customers and togoints. Each potential threat must be
defined, modeled, and analyzemlongside the associated assets for
frequency, capability, and loss magnitude

Zero Trust Design

Zero trust design is a security approach that adheres to the "never trust,
always verify" philosophyt is a preventative technique that treats all
identities as untrusted unless proven otherwise. This means that there
should be no implicit trust between any user, device, or agent. Instead,
any attempt to accessntity resources must demonstrate its reliability.
This applies to all devices and systems. Zero trust design aims to provide
secure access for users, devices, and applications across networks and
clouds without compromising user experience, and it is cledcddsign

the verification of trustworthiness based on the nature of the product or
service. Therefore, implementing zdrast design requires developing an

appropriate environment based on the product or service in order to build
a secure infrastructure.

A Technology Modelling
This is the tecldesign part of the overall design capabilities that address
and support making the right technology requirement for the right
functionality, including all supporting components in capsulation with the
security designed level. It should dehine the appropriate security
measures and technologies needed to protect against potential cyber
threats and any necessary infrastructure or support systems. This may
involve conducting security assessments, penetration testing, and
implementing measueto protect against data breaches and other cyber
attacks.
Testing and prototyping, like the pilot phase or POV, are highly
recommended tecldesign methodologies that ensure the effectiveness
and optimization of technology services. This part is linked with EA
technologyarchitecture modeling.

Service Product DesigAre-Requisites Technology,
Process, People

Prefoundational elements or practices should be at least maintained in regard
to proper and effective service product design practice and from the process,
people, and technology perspectives:

A ProcessWellestablished, Predefine@nd Approved designing process
which identifies roles and responsibilities anddtezring committee's role
for approvals and change management.

A People Defined and assigned qualified and skiliesburces with clear
roles and responsibilities for each design phase

Technologies and TooBifferent tools might be introduced as needed to
model, design, revievand simulate different scenarios related to products
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or components of the product for analyzing threats and vulnerabilities to
reduce cyber security attacks and impact.

The Benefits of Applying th&ervice Product Design
Capability

Incorporating this capability within entities will yield a multitude of benefits,
such as:

Define optimal continuous penetration testicigeckpoints. ‘ )
Develop Optimal Levels of Prevention and Security. ‘h

Maintain The Scalability Possibility. ‘

Effective Cost Management.

Develop Products/Services with Minimal Vulnerabilities.

Optimize the utilization of other related capabilities.

A Develop products/services with minimal vulnerabiliti€nsure the
development of a product or service with minimal vulnerabilities
throughout the entire user experience (UX) aiseér interfaces (Ul) while
optimizing security through design features

A Ensure the development of the required level of prevention and security
aligned with business, cybesk, and zerdrust strategies.

A Maintain the scalability possibility of maintaining performance along
security and cybersecurity standards

A

A

Manage costffectively and in an optimized way according to the suitable
security and risk mitigation designed plans

Define possible and optimal checkpoints for continuous penetration
testing.

Optimize the utilization of other related capabilities that enhance the
security of the product or service as the design plays a managerial role for
them (Secure Code Management, Test Management, CI/CD Pipeline, Build
Managing, and Release Management)
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2.4Secure Code Management Capability

Developing computer software involves several stages, one of which is secure
coding. It is a practice that aims to prevent the accidental introduction of
security vulnerabilities into the code. It encompasses the disciplined creation,
storage, version corul, and distribution of code while prioritizing security
measures throughout the software development lifecycle. By implementing
stringent access controls, encryption protocols, and vulnerability assessments,
secure code management mitigates risks posepldtential exploits, breaches,

or unauthorized access.

In addition, modern cryptographic algorithms can be used to encrypt data,
which increasesthe security of the code in case of a breach. Secure key

% % % ¥

A Security Static Code AnalysisSecurity static code analysis is
analyzing source code for security vulnerabilities and issues. It is
called "static" because it is performed on the code itself rather
than on the code as it is running. Static code analysis for security
involves examiningthe source code to detect potential
vulnerabilities and problems.

Secure Code ManagemefRtrre-requisites(Technology,
Process, People

Several key preequisites for effective Risk and Compliance Management
include technology, process, and people.

management best practices should also be followed. )
A Technology:

- Version Contrdl'ools helps manage code changes over time, allowing
multiple developers to work on the same codebase simultaneously and
keep track of each change. ldentify efitities business Policies,
procedures, and business rules and standards.

- Automated testing Tools: helps automatically test code for
vulnerabilities, such as static code analysis tools or dynamic testing
tools.

To identify securityelated weaknesses in an application's source code, a
secure code review is necessary. $pecializedask involves a manual and/or
automated review of the code.

— A Code Quality ManagemenCode quality management is the process
{ </> of ensuring that the source code of a software application is well

written, maintainable, and reliable through:

- Write code that follows best practices and coding
standards and conduaode reviews to identify and fix A People:
issues. - Security Training for Developers's important for developers to
understand how to write secure code and to be aware of common

- Automating testing to ensure that code changes do not
vulnerabilities and how to prevent them.

break existing functionality.

A Process:
- Access Control&t's important to have controls in place to ensure that
only authorized individuals have access to the codebase and to ensure
that changes to the code are made by authorized individuals.

- Using tools to analyze code for security vulnerabilities or
performance problems.

o0 A Peer ReviewPeer review is a process in which code is reviewed by
- one or more colleagues familiar with the programming language and
platform. Peer review is often used as a quality assurance measure to =
ensure that code is high quality and adheres to establisheda@sd

and guidelines.

Secure Code RevieWstablishing a secure code review process is
crucial for ensuring that code changes are reviewed by other
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developers before they are deployed. This can help catch security

vulnerabilities and other issues before they reach production.

The Benefits of Applyinthe Secure Code Management
Capability

Incorporating this capability within entities will yield a multitude of benefits,
such as:

‘ Improved Security

,—‘ Increased Trust
p— A

o,
.._I—. Enhanced Compliance )

Improved Quality y

A Improved security: identifying and addressing vulnerabilities in code,
preveningsecurity breachesnd protecing sensitive data.

A Increasedlrust: Mature code capabilities increase trust in product and
service security.

A EnhancedCompliance:ensure that products and services meet industry
standards and regulatory requirements.

A Improvedquality:reduce the number of defects and errors.
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2.5Test Management Capability

Test management cap#éiby is an essential process in cybersecurity that
involves planning, executing, and monitoring various tests and scans to ensure
a system's or network's security and resilience. This process includes a broad
range of activities, such as vulnerability siag, penetration testing, and
other types of testing, which help identify and mitigate security risks. The
primary purpose of test management is to provide a comprehensive and
structured approach to testing that enablestitiesto achieve their security
goals coseffectively.

The process of teshanagement comprises several stages

Test
Test Executio

Monitoring

O=Of
O-0

Test
Reporting

The first stage is test planning, which involves setting specific goals and
objectives for the tests, defining the scope and coveradgmtifying the
necessary resources and personnel, and creating a schedule for the testing
activities. It is crucial to define the scope of testing to ensure that all
requirements are met and that testing is conducted efficiently and effectively.

The second stage is test execution, where the actual tests are conducted using
various tools and techniques to evaluate the security of the system or network.
This can include both manual and automated testing using specialized software.

The third stage is testing reporting, which involves documenting the results of
the tests and providing recommendations for remediation or improvement
based on the findings. The report should clearly outline any vulnerabilities or
weaknesses that were idgiied, as well as any recommendations for
addressing them.

The final stage is testing monitoring and contwgijch involves tracking the
progress of testingnd making necessary adjustments to ensure effective and
efficient testing. It also involves managing and tracking any issues or risks that
may arise during the testing process.

API
Testing

Security
Testing

Performance
and Load
Testing

SecurityTesting

The security testing proceassesses and identifies vulnerabilities and security
flaws in an information system that attackers can exploit. It can be performed
manually or through automation. The most common types of security tests
include penetration testing and vulnerability scaugni

When security testing is done manually, the test management is responsible
for ensuring that the suitable systems are tested with the appropriate tests at
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the right time. This involves identifying which systems need to be tested,

selecting the appropriate tests, and scheduling the tests. The test management
also needs to keep track of the results of the security testing so that any

problems can be addressgdickly.

When security testing is done automatically, the test management is
responsible for configuring the tool and creating the environment in which the
tests will be run. This includes installing and configuring the tool, setting up
accounts and permissions,ensuring that all necessary data is available to

the tool. The test management also needs to monitor the progress of security
testing and review the results to ensure that no issues have been overlooked.

Penetration Testing

Penetration testing should be an ongoing process as part eintitg's overall
security strategy. By regularly testing systems, entities can stay one step ahead
of the attackers and ensure that their defenses are up to date.

Before commencing any penetration test, it's important iéentify and
understand the objectives and expectatior@ice all testing has been
completed, it'sriticalto report on findings and recommendations. This report
should be clear and concise, highlighting any critical issues that were identified
during the engagement. Providing guidance on how these issues can be
remediated is also important.

VulnerabilityScanning

Vulnerability scanning is a process of identifying potential security weaknesses
in systens and softwareA vulnerability scanner can be used to identify known
vulnerabilities Entitiesshould run vulnerability scans on a regular basis, both
internally and externally. External scans can be used to find vulnerabilities that
attackers from the outside may exploit, while internal scans can find
weaknesses that malicious insiders could etplo

Vulnerability scanningeeds tobe used as part of a security assessment in
order to identify areas where a system may be vulnerable to attack. It is also
used on an ongoing basis in order to monitor for new or emerging threats.

Test Data Managemerdnd Data Anonymization

Test data management refers to the process of creating, organizing, and
maintaining data that is used for testing software, systems, and processes. It
involves several activities, such as creating test data sets, selecting the
appropriate data for testingtoring and managing test data, and documenting

it.

Data anonymization, on the other hand, is the process of removing or obscuring
sensitive or personal information from data sets to protect individuals' privacy.
This may involve removing or masking names, addresses, social security
numbers, and other persally identifiable information.

Test data management and data anonymization are interrelated because test
data may contain sensitive or personal information that needs to be
anonymized to comply with privacy regulations. For instancentty may

have a database of citizen records that it uses for testing purposes, and it may
need to anonymize the data to protect individuals' privacy. In such cases, data
anonymization technigues are used to remove or obscure personal information
from the testdata before using it for testing.

Unit and FunctionalTesting

Unit testing is a specific type of testing used for assessing individual units or
components of a software application. The process of unit testing involves
isolating each unit or component from the rest of the application and testing it
individually to esure that it is functioning correctly. Typically, unit tests are
automated and run frequently during the development process to detect
defects at an early stage.

In contrast, functional testing is a broader type of testing that evaluates the
overall functionality of a software application. It generally involves testing the
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application as a whole to determine if it is functioning correctly and meeting
the necessary requirements. Functional testing can include several different
types of testing, such as integration testing, system testing, and acceptance
testing.

APITesting

API security testing is a critical aspect of ensuring the security and integrity of
applications, especially in the context of modern web and mobile applications
that rely heavily on APIs (Application Programming Interfaces) to communicate
and exchange dat API security testing helps identify and mitigate
vulnerabilities and weaknesses in APIs that could be exploited by malicious
actors.

Performance and Load Testing

Performance and load testing are two types of testing used to evaluate a
software application's performance and scalability under different conditions.
The primary objective of these tests is to identify any issues or bottlenecks that
may affect the systelm performance and to determine its capacity and
scalability.

Performance testing is specifically designed to evaluate a system's speed,
responsiveness, and stability under normal and peak usage conditions. Its
primary focus is to measure the system's performance when subjected to a
specific workload.

On the other hand, load testing is used to evaluatehtbieaviorof a system
under a specific workload by analyzing its performance and identifying any
bottlenecks or issues that may arise under heavy load. The primary objective of
load testing is to determine the maximum capacity of the system and its ability
to handk heavy loads without any performance issues.

Test Management Preequisites Technology, Process,
People

1 People skilled testers who are familiar with the testing tools, technigues
and the testing processes.

1 Processeffective change and release processes

1 Technologylt's important to have a testing environment that is separate
from the production environment. This will allow testers to conduct tests
without affecting the live system.

The Benefits of Applying th&estManagement Capability

Incorporating this capability within entities will yield a multitude of benefits,
such as:

Improved Quality.

Increased Efficiency. )

. Comprehensive Coverage. y

@ ~Risk mitigation

A Improved QualityWith a dedicated team responsible for managing testing,

entitiescan ensure that their testing processes are on track and that quality
standards are met. By conducting regular tests and tracking resultges
can identify and fix errors before they cause problems in production.

A Increased Efficienciffective test management plays a vital role in

reducing the time and cost of testing. It ensures that test plans are well
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structured and executed efficiently, resulting in improved productivity. By
identifying areas where testing takes longer than necessary, entities can
adjust to improve efficiency. Furthermore, automating repetitive tasks can
further enhance the efficienayf the testing process.

Comprehensive Coveragensuring that all critical components of an
application or system are thoroughly tested for vulnerabilities is crucial to
maintaining a secure system. A walnaged testing process can help
identify potential security weaknesses that may be missed dadrpc
testing.

Risk MitigationTest management allows entities to identify and address
vulnerabilities before attackers can exploit them, thereby mitigating risks.
By identifying and mitigating these risks early in the development lifecycle,
entities can significantly reduce the chanoésecurity breaches and the
associated financial and reputational damages.
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2.6CI/CD Pipeline Capability

Continuous Integration / Continuous Deployment (CI/CD) Pipeline Capability

Continuous Integration/Continuous Deploymeésita software development
practice in which code changes are automatically built, tested, and deployed to
production. The goal of CI/CD is to enable teams to release software updates
more frequently, with fewer errors, and with less effort. As a resutte co
releases can happen moreften and with fewer bugs and security
vulnerabilities.

CI/CD practices form the backbone of modern DevOps processes and allow
DevOps teams to deliver code updates frequently, reliably, and quickly

Because of the similarity in terminology related to ((¢/CD) Pipelinghe
following is an explanation of the abbreviations and their meanings:

~
‘@
R
E),

< 23
(—K@):-)
¥

A Continuous Integration (ClResponse to changes in source
code, automatically pulling from version control and running a
build process, which usually consists of verifying that unit and
integration tests and other QA checks pass.

Continuous Delivery (C)eploys passing builds to a staging
environment, where further checks can be done to verify the
behavior.

C (CD)Automatically deploys to a production environment
after staging checks have passed instead of needing manual
approval.

Cybersecurity is an important consideration in the design and
implementation of a CI/CD pipeline. This includes measures to
protect the pipeline infrastructure and the code being built,
tested, and deployed.

Securing CICD Pipeline as a Principal for CICD Pipeline

A secure CI/CD pipeline helps to protect against the introduction of
vulnerabilities and malware into the software being developed and deployed.
This is especially important fentitiesthat handle sensitive data or operate in
regulated industries, as a security breach could have serious consequences.
In addition, a secure CI/CD pipeline can keltiesmaintain the integrity and
reliability of their software. If the pipeline is not adequately secured, it could be
vulnerable to tampering or attacks that could disrupt the development and
deployment process. This could result in delays or disruption® tsatitware
development lifecycle and ultimately lead to reduced productivity and
customer satisfaction.

Finally, a secure CI/CD pipeline helps to protect against reputational damage
and legal liability. If aentity's software is found to have security vulnerabilities
or is used to distribute malware, it could damage ¢héty's reputation and
potentially lead to legal action.

There are several measures tleatitiesneed to consider to secure their CI/CD
pipelines from a cyber security perspective. Some key strategies include:

A Implementing strong access controlBhis includes measures such as
multifactor authentication, rokbased access controls, and regular
password updates to ensure that only authorized users have access to the
pipeline infrastructure and code.

A Ensuring secure communicatioithis can be achieved using secure
protocols and encryption for data in transit and at rest.

A Implementing secure coding practic&sis includes training developers on
secure coding practices and using tools such as static code analysis to
identify and fix vulnerabilities in the code.

A Conducting thorough testingEntities should use a combination of
automated testing and manual review to identify and fix security
vulnerabilities in the code.
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A Continuous monitoringEntitiesshould implement continuous monitoring The Benefits of Applying the CI/CD Pipeline Capability
of the pipeline and its components for security vulnerabilities and

suspicious activity. This can include using tools such as log analysis and Incorporating this capability within entities will yield a multitude of benefits,
intrusion detection systems. such as:

CI/CD Pipeline Capabilityrerequisites Technology,

I—’ Integration With Security Tools

Process, People .
Easier Rollback
There are several technology, process, and peoplereonéisites for — .Improved Efficiency
implementing a successful CI/CD pipeline: —
Enhanced Audibility . _
A Technology Tools that might be used for monitoring, analyzing, and ﬂ @ 'mproved Compliance y
managing security in CI/CD.

¥,
Increased Transparency . j _|_‘ Improved Scalability )

A Process clear and defined process for managiogde development,
testing, and deployment This should include defining roles and
responsibilities, establishing coding standards and best practices, and L. Faster Detection of Security
setting up the necessary tooling and infrastructure to support the CI/CD

y,

pipeline. Consistency and Repeatability . \ B
Y,

A Peopleskilled developers who are familiar with the tools and technologies
used in the CI/CD pipeline and who are committed to following the A
established process for managing the codebaseé dedicated DevOps
engineers who are responsible for maintaining and optimizing the CI/CD
pipeline and for ensuring thatrinssmoothly and efficiently.

Faster Detectionof Security IssuesWith automatic testing and
integration, security issues can be detected and addressed faster,
reducing the risk of exploitation.

A EasieRollback With a CI/CD pipeline, it is easier to roll back to a previous
version of the code in the event of a security issue, reducing the impact of
a breach.

A IncreasedTransparencyA centralized pipeline provides better visibility
into the deployment process, making it easier to identify and address
security issues.

A Improved Salability A CI/CD pipeline enables systems to scale more
easily, reducing the risk of security vulnerabilities as the systems grow and
change.
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Improved ComplianceA centralized and automated pipeline enables
better compliance with security standards, regulations, and best practices.

Consistency and Repeatabiligutomated processes in the pipeline
ensure consistency and repeatability of security checks, reducing the risk
of missed vulnerabilities.

Enhanced AudibilityA CI/CD pipeline provides a complete and detailed
record of the deployment process, enabling audibility and accountability
in the event of a security incident.

Improved EfficiencyAutomated processes in the pipeline reduce manual
effort and increase efficiency, freeing up resources for more strategic
security initiatives.

Integration With Security Tool&: CI/CD pipeline can be integrated with
security tools such as firewalls, intrusion detection systems, and threat
intelligence platforms, providing a comprehensive security solution.
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2.7Defect Management Capability

Any provided system could suffer from some defects, such as errors or flaws in
the code that cancausesystem problems or compromise functionality.

Defect management identifies, tracks, and resoldefects the processe
involves identifying defects as early as possible in the development process,
evaluating their impact and severity, and taking action to fix or mitigate them.

Effective defect management helps entities improve the quality and reliability
of their systems, reduce the risk of defects being exploited by attackers, and
improve customer satisfaction. To manage defects effectively, entities need to
track and manage diects and establish clear processes for identifying, tracking,
and resolving defects. It is also important to regularly review and update these
processes to ensure that defects are effectively identified and resolved in a
timely manner.

Defect management is an important aspect of cyber security that requires a
systematic and proactive approach to identify, classify, and address
vulnerabilities in computer systems, networks, and software. By implementing
effective defect management process entities can better protect themselves
against potential cybeattacks and other threatS he following presents the
vital phases of the Defect Management processes

Identifying Defects

Identify defects as early as possible in the development lifecycle, typically
through activities and tools and mechanismisch asthreat modeling,
vulnerability scanners, penetration testing, static analysis, and code rgidews
identify vulnerabilities and weaknesses in a system.

Classifying Defects

Once defects have been identified, they must be classified according to their
severity and impact on the system. This helps prioritize the defects that need
to be addressed first.

Assessing Defects

The next step is to assess the defects to determine the risk they pose to the
system. This may involve analyzing the likelihood of an exploit occurring, as well
as the potential consequences if the defect is exploited.

Tracking Defects

Maintaining a record of each defect, including its status, resolution, and any
relevant informationsuch as test cases or code changes.

Resolution

Taking action to fix or mitigate defects may involve applying patches or updates,
implementing additional security controls, redesigning the system to remove
the vulnerability, repairing the code, or implementing workarounds.

Monitoring and Reviewing

Defect management doesn't stop once defects have been fixed. It's important
to continuously monitor and review systems to ensure that they remain secure
and toidentify any new defects that may arise.
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A Security defectsThese are defects that result from malware, phishing,
Denial of Service (DoS) attacks, SQL injection, andgteossripting
(XSS).

Design

Defects

I

|
\
Requirements |
Security

Defects ot
erects
Implementation§
Defects
Typesof Defects Defect Management Preequisites(Technology, Process,
People

A Requirements Defect§ihese are defects that result from incomplete,
ambiguous, or conflicting requirements. Examples include missing or
unclear requirements, requirements that areontradictory or
inconsistent, and requirements that are not testable.

A Design DefectsThese are defects that result from an incorrect or
incomplete design. Examples include design errors, design oversights,
and design omissions.

A Implementation DefectsThese are defects that result from incorrect or A
incomplete implementation of the design. Examples include coding

A combination of technology, process, and people is required for effective
defect management in software development.

A TechnologyA good defect management system may have the right tools
and technologies to track, prioritize, and resolve defects in systems and
solutions. This might include a birgcking tool, a version control
system, and automated testing tools.

ProcessA weltdefined and documented process for managing defects is
crucial for ensuring that defects are identified, prioritized, and resolved

errors, syntax errors, and logical errors. . . . . .
. _ _ in a timely and efficient manner. This process should include clear roles
A Test DefectsThese are defects that result from incorrect or incomplete o B . :
and responsibilities, a system for trackargl reporting defects, and a

testing. Examples include missing or incorrect test cases, test cases that o A . I
_ : way to prioritize defects based on their impact and likelihood of
are not representative of reaorld scenarios, and test cases that are not
v executed occurrence.
properly ’ A People: Defect management requires the involvement and cooperation
of various stakeholders, including developers, testers, project managers,
and customers. It is important to clearly understand each stakeholder's

Page37 of 129



roles and '\esponsibilities and establish a culture of collaboration and
ontinuous improvement.




The Benefits of Applying th®efect Management
Capability

Incorporating this capability within entities will yieldnaltitude of benefits,
such as:

A

. Improved Security

V.

. Enhanced Compliance

‘ Better Risk Management )

Enhanced Reputation

Enhanced Communication )

Increased Efficiency)

‘ Reduced Costs J

‘ Improved Product Quality )

E— . Better Customer Satisfaction)

Improved SecurityBy identifying and fixing defects early on, Entities will
reduce the risk of vulnerabilities being introduced in the systems. This
can help to protect the product from potential security threats and
reduce the risk of data breaches or other security ertisl

Enhanced Compliancé: defect management process can help ensure

that the product meets all necessary security and compliance standards.

This can be particularly important for products that handle sensitive data
or are used in regulated industries.

Better Risk ManagemenBy tracking and addressing defects in a
systematic way, Entities will be able to manage the risks associated with
the s. This can help to identify and mitigate potential security risks before
they become a problem.

Enhanced Reputatio®®y demonstrating a commitment to security and
quality, Entities build trust with customers and improve the reputation of
the entity. This can be particularly important in the context of
cybersecurity, where the consequences of a security breach can be
severe.

Reduced Cost§ixing defects early in the development process is usually
cheaper than fixing them later. This is because it is easier to identify and
fix defects when they are fresh in the developer's mind, rather than
having to go back and try to understand the cofterait has been
written.

Increased Efficiencys defect management process helps to streamline
the development process by identifying and fixing defects as they arise.
This can help to reduce delays and increase efficiency in the development
process.

Better End UselSatisfactionensuring that defects are identified and
fixed quickly improves engser satisfaction with the product.
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2.8Build Management Capability

Build management from a cyber security perspective involves ensuring that the
security of a project or product is considered and integrated throughout the
build process. This can include identifying and managing potential security risks,
implementing apprpriate security controls and safeguards, and verifying that
the final product or project meets the required security standards.

Entities must thoroughly grasp cyber security principles and practices in order
to effectively manage a project's build from a cyber security standpoint. This
includes comprehension of common security risks and vulnerabilities and how
to implement appropate security controls and safeguards.

From a cyber security standpoint, effective build management entails several
important activities, including the following:

03

Verifying the security of
the final product or project

Identifying and assessing
potential security risks

Implementing appropriate
security controls and
safeguards

02

- ldentifying and assessing potential security risks that could impact the
project and assessing the likelihood and potential impact of each risk.

- Implementing appropriate security controls and safeguards to mitigate
those risks. This could include implementing encryption for sensitive data,
implementing access controls to prevent unauthorized access, and
implementing security monitoring to detectfeatial security breaches.

- Verifying the security of the final product or project to ensure that it meets
the required security standards. This could include conducting security
testing or vulnerability assessments or obtaining tpaty certification
to verify the security of thproject.

Overall, managing a project's build from a cyber security perspective is an
essential part of ensuring the security of the final product or project. By
considering security throughout the construction process, Entities can
minimize the risks of securitydaches and ensure that the final product or
project meets the required security standafussed onthe Software Bill of
Materials and Software Component Analysis.

A Software Bill of Materials (SBOM) is a list of all the components that
comprise a piece of software, including their versions and source
information. It is a detailed inventory of the software's components, often
including opersource libraries, framewks, and other thirgparty code.

An SBOM can help entities track and manage their software's security and
legal compliance, as well as ensure that all components are properly
licensed and upo-date. It can also help entities identify and address
potentialvulnerabilities in their software.

- Software Component Analysis is the process of identifying and analyzing
the individual components that make up a piece of software. This includes
identifying the source of each component, its version, any dependencies
it has, and any potential vulnerabéi or security risks associated with it.

By thoroughly analyzing the software's componeettities can better
understand the security and legal implications of using the software and
ensure that all components are properly licensed antbegate. Thisan

help entities avoid potential legal issues and reduce the risk of security
vulnerabilities.
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Build Managing Prerequisites {Technology, Process,
People

The prerequisites for effective build management include the following:

A Technologytools that can help to plan, coordinate, and track the progress
of the construction process. This could include tools for project
scheduling, risk management, and contract management, as well as tools
for communication and collaboration.

A ProcessWill establish processes and activities to idengifglyze track,
and manage potential cyber security issues during the build process.

A People skilled and experienced individuals who can support the
construction process. This could include architects, engineers,
contractors, and other specialists, as well as project managers who can
help to coordinate and manage the project.

The Benefits of Build Managing Capability Utilization

Incorporating this capability within entities will yield a multitude of benefits,
such as:

,—.Improved Compliance with Security Standards and Regulations

J_. Reduced Risk of Security Vulnerabilities

. Improved Incident Response Capabilities y

. Increased Visibility and Control Over SoftwaBecurity

Reduced Riskf Security VulnerabilitiesBy carefully tracking and
managing the components that make up the softwanatjties can
reduce the risk of security vulnerabilities and protect their software
and users from potential threats.

Improved Compliance with Security Standaadd RegulationsBy
ensuring that all components are properly licensed andotgate,
entitiescan improve their compliance with relevant security standards
and regulations, such as the OWASP Top 10 or PCI DSS.

Increased Visibilitghd Control Over Software SecuriBy: maintaining

a detailed inventory of the software's componergstities can gain
greater visibility and control over the security of their software, and
quickly identify and address any potential vulnerabilities.

Improved Incident Response Capabiliti&s knowing the components
that make up their softwaresntitiescan more effectively respond to
security incidents and quickly identify and fix any vulnerabilities that
may have been exploited
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2.9Release Management Capability

it's important to consider cybersecuritythe release management procdes
ensure the safe and secure deployment of software updates. This involves
identifying and addressing potential security issues throughout the release
process, emphasizing rigorous testing, strict access controls, and swift response
mechanisms to maintaia secure environment during software releases.

Within the realm of Release Management, entities should prioritize upholding
cybersecurity standards through training programs, comprehensive
documentation, and regular checks to facilitate smooth and secure software
releases.

Release Types

There are several types of releases, which differ based on their purpose and
scope of impagtincluding:

A Major ReleaseA major release is typically a significant update to the
software that includes new features, enhancements, and major bug fixes.
Major releases are often accompanied by a change to the major version
number of the software (e.g., from version 1.0 to 2.0).

A Minor ReleaseA minor release is a smaller update to the software that
includes minor enhancements and bug fixes. Minor releases are typically
accompanied by a change to the minor version number of the software
(e.g., from version 1.1 to 1.2).

A Patch Releasé\ patch release is a very small update to the software that
includes only critical bug fixes. Patch releases are typically accompanied
by a change to the patch version number of the software (e.g., from
version 1.1.1 to 1.1.2).

A Beta Release! beta release is an easigftware versiomade available
to users for testing purposes. Beta releases are typically not ready for

general use and may contain bugs or other issues that need to be
resolved before the final release.

Release Candidaté release candidate is a version of the software that
is considered ready for release but is made available to users for testing
purposes to ensure that it is ready for general use.

Final Releasd he final release is the software version made available to
end users. This is the version of the software that is complete, stable, and
ready for general use.
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A significant update to the software that includes new features,
enhancements, and major bug fixes.

The software version made
available to end users.

Major
REEERE

To users for testing
purposes to ensure that
it is ready for general

An early version of the software
that is made accessible to
consumers for testing reasons is
often not ready for widespread

Patch
REIEES

A very small update to the software that includes
only critical bug fixes.

Effectivereleasemanagement within the field of cybersecurity requires various
concepts related to cybersecurity, such as:

A Security TestingAs part of the release management process, it is

important to conduct security testing to ensure that the software is
secure and does not contain any vulnerabilities that could be exploited
by hackers. This typically involves conducting various typestofg,

such as penetration testing, vulnerability scanning, and code review, to
identify and address any security issues.

1 Secgrlty L
Testina

Secure Coding Practicéd® ensure the security of a software release, it

is important to follow secure coding practices during the development
process. This includes using secure coding standards, avoiding common
security pitfalls, and performing regular code reviews to enthatethe

code is secure.

Secure DeploymeniTo ensure the security of a software release, it is
important to deploy the software in a secure manner. This may involve
using secure communication channels, implementing access controls,
and following best practices for securely deploying and manaiggng
software.

Incident Responsén the event of a security incident, it is important to
have a weltefined incident response plan in place to ensure that the
situation is handled quickly and effectively. This typically involves
establishing a team to respond to the incident, idemtgythe cause of

the incident, and taking steps to prevent similar incidents from occurring
in the future.

Secure Coding
Practices

Secure e ™
Deplovment

Incident
Respons

Overall, theseoncepts and principlesre critical for ensuring the security of a
software release and are essential for ensuring that the release is delivered
promptly, efficiently, and effectively.

Release Management P#eequisites Technology, Process,
Peoplg

A Technology In order to manage the software development process

effectively, it is important to have the right technology in place. This may
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include tools for managing the release schedule, coordinating with
different teams, and conductirgybersecurityesting.

A Processin order to manage a software release effectively, it is important
to have a weltlefined process in place. This typically involves
establishing clear roles and responsibilities, defining the release
schedule, and establishing protocols for managing gérto the
release.

A People Effective release management requires the involvement of
multiple teams, including developmengcurity teamguality assurance,
and operations. It is important to have the right people in place, with the
necessary skills and expertise, to ensure that the release is delivered on
time and with the desired level of quality and functionality. This may
include havin@ dedicated release manager to coordinate the efforts of
the different teams.

The Benefits of Applying the Requirement Management
Capability

Incorporating this capability within entities will yield a multitude of benefits,
such as:

A

@ 'mproved Security.

7 @ Better Control.

@ Enhanced Compliance

@ Faster Response to Threat:

Improved SecurityRelease management helps improve security by
ensuring that software is tested and reviewed before it is released. This
can help prevent the release of software with vulnerabilities or other
security issues.

Better ControlRelease management provides better control over the
software development and release process, which can help reduce the
risk of unauthorized changes or modifications to the software.

Faster Responst Threats:Release management allows entities to
quickly respond to security threats by releasing patches and updates to
fix vulnerabilities and other security issues.

Enhanced CompliancBelease management can help entities comply
with industry regulations and standards related to cyber security, such
as the Payment Card Industry Data Security Standard (PCI DSS).
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3 Security in Delive ry Overall, security in delivery is a critical aspect of cybersecurity that helps to protect

One of the most important methodologies in the service production life cycle Flata and |r.1format|on while it |§ being trans.mltt.ed or delivered over a network. By
is the service delivery security methodology. Security in delivery is a critica|mplememIng strong (_e.ncryptlon, B alion, access .cont.rol., an.d net_work
component of this methodology. security measures,entities can help to ensure the confidentiality, integrity,

availability and safetyof sensitive informatioror services
Security in Delivery refers to the measures taken to protect data and services

during transformation and delivery. Such measures include secure encryption, A Comprehensive Overview
tracking and monitoring systems, and personnel background checks on
delivery.Security delivery aimes ensure that services/data are delivered to the
intended recipient safely and securely without being lost, stolen, or tampered
with during transit.

The following exposition provides a comprehensive overview of this main
capability and its subapabilities among itsounterparts to provide a detailed
analysis of the capability and its components. By minding this capability and its
sub-capabilities, entities can gain insights into how they interact and utilize it
Security in delivery capability has several key elements, including: to achieve the desired outcomes according to their field and business
requirements. This overview is intended to serve as a valuable reference for

ENCRYPTION understanding this critit@apability.

Encryption is the process of converting plain text
into a coded format that only authorized parties
with the appropriate decryption key can read.
This helps to prevent unauthorized parties from
intercepting and reading.

S © s =2

Operations
S\0l! Request Change Automated Mp 1
o AUTHENTICATION Manaaeme Manaaeme Remediatio A
Authentication is the process of verifying the ‘—1
— identity of the data sender and receiver. This oo B (@) |
/ \ helps to prevent unauthorized access to R m
sensitive information and ensures that data
/ can only be received and transmitted by Secrets Resource Deployment/ Identity &
SECURITY IN e ERthogzeipantess Management Management Provisioning Access
n e Managemen
— ©" DELIVERY KEY Security in g

ELEMENTS ACCESS CONTROL S

Access control is the process of managing Y & Portfolio
access to data and resources based on

predefined security policies. This helps to
prevent unautherized access to sensitive
information and ensures that only authorized Security i
parties can access and use data.

National ¢
ctiond Fundamental Capability $
Cyber 1!1(
Network security entails safeguarding . =2
networks and systems against attacks and 4 —— - f
unauthorized access. Examples include .Secunty n ,
firewalls, intrusion detection and prevention

Operations

systems, and other security technologies.
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3.1Resource Management
Resource Management capability in cybersecurity refers to the strategic
allocation, optimization, and protection of various resources withanéty to
effectively manage and mitigate cyber threats. These resources include
hardware, software, network infrastructure, personnel, budget, and
information assets. The primary objective of resource management in
cybersecurity is to ensure the availabilignidentiality, and integrity of critical
systems and data while efficiently utilizing limited resources.

Below is a comprehensive overview of the fundamental elements and
constituents comprising the Resource Management capability in the field of

cybersecurity:
Risk .
Assessmen ' .

Resource
Management

. Key Elements,

Allocation
. . Personnel
ResoNoe . Management

Inventory
AResource InventonAn essential step in resource management is creating
an inventory of all the assets involved in cybersecurity. This includes
hardware devices (e.g., servers, routers, firewalls), software applications,
databases, network components, and other criticalesys. The inventory

Resource
Optimization

Resource

helps in identifying and categorizing resources based on their importance
and vulnerability.

ARisk AssessmenResource management involves assessing the risks
associated with each resource. This includes identifying potential
vulnerabilities, threats, and the potential impact of a cyberattack on each
resource. Risk assessment helps prioritize resource allocatioin
protection efforts based on the level of risk and potential consequences.

AResource AllocationOnce the risks are assessed, resource allocation
decisions are made to ensure optimal utilization of available resources. This
includes determining the allocation bfidget personnel andtechnology
solutions to different areas of cybersecurity, such as network security,
endpoint protection, data encryption, access controls, and incident
response.

AResource OptimizatiorResource optimization focuses on maximizing the
efficiency and effectiveness of cybersecurity resources. This involves
implementing best practices, automation, and intelligent resource
allocation techniques to minimize resource wastage, reduce manas] eff
and enhance overall security posture. It may also involve consolidating and
rationalizing resources to eliminate duplication and streamline operations.

ABudget ManagementManaging the cybersecurity budget is a crucial
aspect of resource management. It involves allocating fundgafosus
security initiatives, such as purchasing and maintaining security tools,
conducting audits, training personnel, and implementing security
measures. Effective budget management ensures that adequate resources
are available to address evolving cyliereats and maintain a robust
security infrastructure.

APersonnel Management Cybersecurity resource management also
includes managing the human resources involved in cybersecurity, such as
security analysts, administrators, incident responders, and other staff. This
involves recruiting, training, and retaining skilled professsoma well as
establishing clear roles and responsibilities, conducting performance
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evaluations, and providing ongoing professional development
opportunities.

Resource Management Pyeequisites {Technology,

The Benefits of Applying the Resource Management
Capability

Incorporatingthis capability within entities will yield a multitude of benefits,
such as:

Process, Peop)e

A Technology:
Management Systems: These systems aid in identifying and maintaining an
inventory of all cybersecurity resources, including human resources,
hardware, software, and network components.

Automation and Orchestration Tools (optional): These technologies
automate routine tasks, streamline resource allocation processes, and
enhance overall efficiency.

A Processes
Resource Allocation Policies: Policies that guide the allocation of
cybersecurity resources based on risk analysis, business needs, and
regulatory requirements.

Regular Auditing and Monitoring: Processes to continuously monitor
resource usage, conduct audits, and track compliance with established
resource management policies.

A People
Training and Awareness: People involved in resource management are
responsible for training and creating awareness among employees about
the importance of cybersecurity resources. They conduct training programs
to educate employees on security best pragicresource utilization
guidelines, and potential risks. This helps in ensuring that employees
understand their role in protecting resources and adhere to established
security policies and procedures.

By fulfilling these technology, process, and people prerequigtegtjes can
establish a strong cybersecurity Resource Management capability, enabling
effective allocation, optimization, and protection of resources to mitigate cyber
risks and threats.

— . Efficient ResourcAllocation

—_— . Cost Optimization )

. Enhancedsecurity Posture y

. Effective Incident Response J

(N

‘ Compliance and Regulatory Adherenc)

—— @ ontimal Staffing and Skill Utilization )

—m . Compliance and Regulatory Adherence )

A Efficient Resource AllocatioResource Management enablestities to

allocate cybersecurity resources efficiently based on risk assessments and
entityal priorities, maximizing their effectiveness while minimizing waste.

Cost Optimization By strategically allocating resourcesjtities can
optimize costs associated with cybersecurity, ensuring budget allocation
aligns with critical security needs.
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Enhanced Security Postur&esource Management contributes to an
improved security posture by strengthening defense mechanisms,
protecting critical assets, and reducing the risk of successful cyberattacks.

Effective Incident Respons®esource Management supports effective
incident response capabilities by identifying and allocating necessary
resources, ensuring swift and efficient response to cyber incidents.

Compliance and Regulatory Adherené&esource Management helps
entities meet compliance requirements and adhere to regulatory
standards, enhancing trust and demonstrating a commitment to security.

Optimal Staffing and Skill UtilizatioResource Management ensures
optimal utilization of cybersecurity personnel by aligning resource needs
with staff expertise, maximizing their efficiency in areas where their skills
are most valuable.

Continual Improvement Resource Management facilitates continual
improvement in cybersecurity practices by monitoring resource usage,
evaluating effectiveness, and adapting resource allocation strategies to
address emerging threats and challenges.
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3.2Automated Remediation
Automated remediation is considered the process of automatically finding and
fixing security problems, vulnerabilities, or events withiemtity's system or
network infrastructure. This groudateaking method combines the power of
artificial intelligence (Al) and machine learning (ML) withnimgh security
solutions for quick detection, analysis, and threat mitigation. Finding,
examining, andXing security problems and incidents withimeatity network
or system infrastructure. By quickly recognizing and eliminating security threats
in close to reatime, this proactive strategy seeks to reduce the effect of
security concerns.

Automated remediation typically involves several key componemisiding:

Security

Runbook
. Automated Remediation Typically} Manageme

Key Components

Postincident
Monitoring

and
Detection

Incident

Triage and
Analysis Automated

Response
Actions

Remediation
Recommendations

A Monitoring and Detectiorlses artificial intelligence and machine learning
algorithms to analyze, monitorand detect trends, behaviors, and
anomalies that may indicate vulnerabilities or security vulnerahilities

Incident Triage and Analysid8nce an incident is detected, the automatic
remediation system assesses its severity and impact to determine the
appropriate response actions.

Automated Response ActionsUsing specifiedRurbooks or rules, the
system can carry out automated reaction actions.

Postincident Analysis and Reportingollowing the resolution of an
incident, the automatic remediation system does gostdent analysis to
find any underlying issues, flaws, wulnerabilities that may have
contributed to the occurrence.

Remediation Recommendation¥he system can suggest to security
analysts or administrators when automated response activities might not
be appropriate or need human validation.

Security Runbook Managemen®Becurity runbook management is a
systematic approach to organizing, documenting, and executing
predefined procedures and processes for addressing security incidents and
events within arentity. It provides a standardized framework that guides
security teams in effectively responding to and mitigating security threats.

The main goal of security runbook management is to streamline the
workflow of incident response, increase consistency, and improve the
efficiency of security operations. ilivolves developing comprehensive
runbooks that provide detailed instructions, guidelines, and response
procedures for different security incidents, such as malware infections,
data breaches, system compromises, or network intrusions.

When combined with automated remediation, security runbook
management enhances the efficiency, speed, and consistency of incident
response and mitigation efforts. This method brings together the
advantages of automated remediation technology and the stradtand
documented procedures of security runbooks, creating a powerful
framework for proactive incident management.

Pageb0of 129



Automated RemediatiorPrerequisites {'echnology,
Process, People

To ensure optimal utilization of this capability, it is imperative to fulfill the
followingprerequisites:

Technology:

Security Information and Event Management (SIEM) Systéfhe SIEM
system forms the foundation for automated remediation. It collects and
correlates security event data from various sources, providingimneal
visibility into potential security incidents.

Threat Intelligence Access to wpo-date threat intelligence feeds and
databases is crucial. It enables the automated remediation system
accurately analyze and detect emerging threafscilitating proactive
incident response.

Security Orchestration Automation, and Response Platform: (8OAR
platform integrates with the SIEM system and other security tools to
automate response actions and orchestrate incident management

processes. It provides the necessary automation and workflow capabilities

for executing remediation actions.

Processes:

Incident Response Frameworlestablishing a wetlefined incident response

framework is crucial. It outlines the processes, roles, and responsibilities

of the incident response team, including incident categorization, triage,
investigation, and remediation.

Runbook Development Developing comprehensive runbooks is a critical
process for automated remediation. These runbooks document-tep

step procedures for addressing various security incidents. They outline

response actions, recommended tools, and the sequence of taske to b
performed during incident remediation.

People:

Security ExpertsQualified security professionals, including incident response
analysts, threat intelligence experts, and system administrators, are
essential forthe successful implementation and operation of automated
remediation.

Collaboration and Communicatian Effective collaboration and
communication between security teams, IT teawnrsd other stakeholders
is critical to clearly defining and communicating incident response
processes and roles to ensure a coordinated and cohesive approach to
incident management.

Training and Awareness Providing adequate training and awareness
programs to security teams arsingautomated remediation technology,
runbooks, and incident response process@s important. This ensures
they are welequipped to leverage the automated remediation
capabilities and maximize the effectiveness of incident response efforts.

Pageb1 of 129



The Benefits of Applying théutomated Remediation
Capability

Incorporating this capability within entities will yield a multitude of benefits,

such as:

Rapid Incident Response

J_. Continuous Compliance

. Scalability
¥,

, Reduced Downtime )

‘ Mitigation of Known Vulnerabilitiesi)

‘ Data Protection

5 ‘ Minimize Human Error and Resour€ptimization }

A Rapid Incident Responséutomated remediation can detect and respond
to security incidents in redime or nearreaktime. This swift response

helps mitigate the impact of cyber threats, reducing potential damage and

data loss.

A Continuous Compliance Loggimyutomated remediation tools maintain

reattime compliance by promptly addressing any deviations from
established security standards. This ensures ongoing adherence to
regulatory requirements and creates a comprehensive audit trail. It

reduces compliance risk, offers immediate correction, and bolsters
transparency during audits, enhancing a business's security posture.

Minimize Human Error and Resource Optimizatismomation reduces
human error in cybersecurity pyecisely handling routine taskSecurity
teams can redirect their efforts from repetitive activities to strategic tasks
like threat hunting and proactive risk mitigation. This leads to cost
efficiencies, faster incident response, andltimately, a stronger
cybersecurity defense.

Mitigation of Known Vulnerabilitiesutomated systems can identify and
patch known vulnerabilities in software and systems as soon as patches
become available, reducing the window of opportunity for attackers to
exploit these weaknesses.

Scalability:Automated remediation scales effectively with the size and

complexity of the IT environment. It can handle a growing number of
devices, systems, and endpoints without requiring a proportional increase
in human resources.

Reduced DowntimeAutomated responses to security incidents can help
minimize system downtime and disruptions, ensuring business continuity
even in the face of cyberattacks.

Data ProtectionAutomated remediation can help safeguard sensitive data
by swiftly responding to data breaches and unauthorized access attempts
This is critical for protecting customer data and maintaining trust.
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3.3Request M anagement A ProblemSolvingRequests These are requests related to issues or
problems that need to be resolved, such as technical problems or

Requests management is a key part of the cybersecurity plan. This means i
customer complaints.

creating clear angecurityfocused rules that follow industry standards and

rules. Doing careful risk assessments is really important. It involves putting A Project RequestsThese are requests related to specific projects or
requests in order based on how much they might affect security and making initiatives, such as requests for resources or funding.

sure to respond quickly and effectively tagle that could turn into security I .
problems A Approval Requestshese are requests for approval or permission to

move forward with a specific action or decision.
Connecting request management with the plan for handling security incidents

is crucial. They need to fit with the overall cybersecurity plan and help find
possible problems. Having strong processes to check who can access sensitive
information is also nessary to avoid risks from requests that shouldn't be A Complaint Requeststhese are requests related to complaints or
allowed. dissatisfaction with a service or product.

A Feedback RequestShese are requests for feedback or input on a
particular topic or issue.

In order to effectively manage requests, it is important to establish clear
policies and procedures, prioritize based on factors such as importance, impact,
and urgency, and utilize tools for tracking. Monitoring metrics such as response
time, resolution ime, and customer satisfaction are recommended to gauge Qo {?}
the process's effectiveness. Additionally, possessing strong communication and .
customer service skills is essential

Feedback Requests

Service Requests

Ny

Information Requests

Types of
Requests

P

Typesof Requests

Various types of requestsan be handled through request management

4

processes such as: Approval Requests Change Requests
) . b, . Q@
A Service RequestShese are requests for a specific service or product, é, Q
such as installing new software or providing technical support.
A Information Requestg hese are requests for information or data, such {@;ﬂ 2
as reports, documents, or statistics. s @? }%
-0

A Change Requestdhese are requests for changes to be made to
existing services or products, such as modifications to software or
updates to policies and procedures.
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Effective request management within the field of cybersecurity requires various
concepts related to cybersecurity, such as:

Access
Control

Identity and Incident Security
Access Response Pollcy.emd
Management Compliance

Access ControEnsuring that only authorized users have access to
specific resources or information. This may involve managing requests
for access to systems or data, and enforcing access control policies.

Identity andAccesManagementManaging the idntity and access of
users to systems and resources. This may involve managing requests
for new user accounts or access to specific systems or data.

Vulnerability Managemenldentifying and mitigating vulnerabilities in
systems and networks. This may involve managing requests for
vulnerability assessments or for the implementation of security
patches or updates.

Incident ResponseResponding to and managing cyber incidents or
threats. This may involve managing requests for incident response
support or for the investigation of potential security breaches.

Security Awareness and Trainifgoviding training and awareness to
users on cybersecurity best practices. This may involve managing
requests for security training or awareness materials.

A Security Policy and Compliand&nsuring that security policies and
procedures are in place and followed and that éiméity is compliant
with relevant laws and regulations. This may involve managing requests
for policy updates or for compliance assessments.

RequestManagement PreRequisites {echnology, Process,
People

A Technology: Request management system or softwareProject
management toglCustomer relationship management (CRM) system
Help desk systenkirewall and intrusion detection systengecurity
information and event management (SIEM) tpasd Data loss
prevention (DLP) systems

A ProcessReceiving requestdriaging requestsPrioritizing requests
Tracking requests Escalating requests Communicating with
stakeholdersldentifying and verifying the legitimacy of cybersecurity
related requests Determining the appropriate response to
cybersecurityrelated  requests Documenting and  tracking
cybersecurityrelated requests

A People Dedicated professionals with strong communication, problem
solving, andentity skills Team of cybersecurity professionals with
expertise in cybersecurity, data protection, and risk management

Other factors that may be important for effective request management,
including cybersecurity, include clear roles and responsibilities, policies and
procedures, employee training and awareness progranand adequate
resources and budget.
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The Benefits of Applying th®equestManagement
Capability

Incorporating this capability within entities will yield a multitude of benefits,
such as:

@ !mproved Communication. y

@ 'mproved Security.

A
Enhanced Control.
\ . /‘
N
o Improved Compliance. ‘
A
. Continuous Improvement and Visibility
, V.

A Improved Security Properly managing and controllingequest
managementcan help reduce the risk oflelayed response to
vulnerabilitiesand issueseing introduced intwr discovered irthe
entity's systems.

A Enhanced ControRequestmanagement provides a structured and
controlled process for deploying softwareardware,and updates,
which can help reduce the risk of security incidents or breaches.

A Improved ComplianceRequestmanagement can helpntities stay
compliant with regulatory requirements and industry best practices by
ensuring thatchangesand updates are deployed in a controlled and
documented manner.

A Improved Communication Effective communication  with
stakeholders, including requestors and those responsible for fulfilling
requests

A Continuoudmprovementand Visibilitycontinuous improvement can

help entitiesidentify and address any weaknesses or inefficiencies in
their request management process.
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3.4Change Management A Preapproved Changeshanges that frequently occur, lowdsk
changes that a CAB or other appropriate approver has authorized for

Change Management is a critical component ofeatity's cybersecurity ) :
implementation.

strategy, and the cybersecurity process should guarantee that every change

made in theentity is secure and ensure tlemtity's safety as well. "
g y y A Cultural ChangesChanges to the values, beliefs, lmehaviors of

The changes may bring about unanticipated problems, so entities need to be individuals within aentity.

on the lookout for these and be prepared to respond quickly and decisively if

there are any security concerns. Entities must guarantee the security of their A Technology ChangeShanges to the technologies used beatity.

systems by closely moaitng the processes and outcomes of change. More )

specifically, it is critical to concentrate on those that might jeopardize security. A Process ChangeShanges to the processes or procedures used by an
entity.

Ensuring proper cybersecurity measures during the initial stages of any change
process is paramount. It is crucial to align all regulations with optimal security - -
protocols to prevent any potential security breaches. This proactive approach

will not only miigate risks but also safeguard against any potential security
threats. Therefore, it is imperative to prioritize cybersecurity and take
necessary steps to promote a secure environment right from the outset.

Structural
Changes

Automation
Changes

Types of Change
Process

w A ¥ Ch
To broaden perceptions of different types of change, we include (but are not ¢ eLJSa S

limited to) the following as examples of changes that may occur or be | KI y' =
introduced inentities \

A Automation Changesprocesses built into a tool thatutomatically
promotes software changes from one environment to another without
the need for additional human intervention.

Changes

(A

>\

Structural Change€hanges to thentityal structure or design of an
entity.

Cultural ﬁ

>\

Strategic Change€hanges to aantity's overall direction or strategy.

>\

Emergency ChangeShanges to correct immediate issues that cause
service disruption.
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Effectivechangemanagement within the field of cybersecurity requires various A Changelmpact Measurement This involves measuring the potential
concepts related to cybersecurity, such as: impacts of changes to cybersecuiigfated systems or processes on the
entity and its stakeholders. This may include identifying potential risks or
challenges, as well as identifying potential benefits or opportunities.

A Change Management Processesl Tools:This involves implementing
change management processes and ttosffectively manage changes
to cybersecurityelated systems or processes. This may include using

Risk Measurement change management frameworks, tools, or methods to plan, implement,
and Management

and monitor the changes.

Change Management Prerequisitésechnology, Process,
Change Impact Peopl@

Assessment

Stakeholder

Engagement and
Communication
To ensure optimal utilization of this capability, it is imperative to fulfill the

followingprerequisites:

A TechnologyEffectivechangemanagementequiresentities to have
suitabletechnologytools and systems.Thisincludesutilizing change
managementoftware, automatedtrackingand reporting tools, and
robustsecuritymonitoringsystems.

A Risk Measurement and Management: This involves identifying,
measuring, and managing the risks associated with cybersemiaityd
systems or process changes. This may include conducting risk
measurementimplementing controls to mitigate risks, and monitoring A Process Weltdefined and documented change management
the effectiveness of these controls. processesare essential. This involves establishingclear roles and

responsibilitiesdefining changerequestprocedures,conductingrisk

assessments,and maintaining open communication channels
throughoutthe changemanagementifecycle.

A Stakeholder Engagementand Communication Engaging with
stakeholders affected byybersecurityrelated systems orprocess
changesThis may include educating stakeholders about the changes and

potential impacts and seeking input and feedback to address their needs A PeoplesSkilledandknowledgeableersonnehre criticalfor successful
and concerns. changemanagementEntitiesshouldhavea dedicatedcybersecurity

p - . s = team that comprehendsthe potential risks associatedwvith changes
A Trainingand Support:This involves providing training and support to . i : :
and possessesthe expertise to implement appropriate security

individuals affected bgybersecurityrelated systems qroceshanges “
gy b y il g measures. Regular training and awarenessprograms should be

This may includeaining on new technologies or processes afiérin . . o
/ | — - : E g conductedto ensureemployeeaunderstandtheir responsibilitiesand
support to help individuals adapt to the changes. . .
are up-to-date with bestpractices.
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The Benefits of App|y|ng th@hange\ﬂanagement A Improved Efficiencyand Productivity:By identifying and addressing

Capability areas for improvement, change management can leifities to
streamline their processes and work more efficiently. This can lead to

Incorporating this capability within entities will yield a multitude of benefits, increased productivity and cost savings.

such as:

A Enhanced Customer SatisfactioBntities can enhance customer
el . Improved Compliance satisfaction and loyalty by making changes that improve the quality and
reliability of products or services.

—_— ‘ Enhanced Reputation

A Greater Adaptabilityand CompetitivenessChange management can
help entities respond more quickly and effectively to changing market
conditions and customer needs, increasing their competitiveness.

. Enhanced Customer Satisfaction

.Reduced Risk of Security Breache A Improved Moraleand EngagementBy involving employees in the

- Y, change process and seeking their input and feedbawities can
improve morale and engagement, leading to better performance and
higher retention.

(W,

. Improved Efficiency and Productiviy

— . Greater Adaptability an€Competitiveness j

— . Improved Morale and Engagemen j

A Reduced Risk Of Security Breachesities can reduce the likelihood of
security breaches by identifying and addressing potential vulnerabilities
or risks as part of the change management process.

A Improved ComplianceBy implementing changes in a controlled and
orderly mannerentities can ensure that they comply with relevant laws
and regulations, including thoselated to cyber security.

A Enhanced ReputatioRy effectively managing and mitigating potential
security risks,entities can protect their reputation and avoid the
negative consequences of security breaches.
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3.5ldentity & Access Management

Identity and Access Management (IAM) is a crucial process and technology used

to manage users' digital identities and the resources they have access to. It
involves managing the entire lifecycle of user identities, including account
creation, maintenance, and regment.

Identity and Accesklanagement plays a vital role in cybersecurity as it involves
the processes and technologies for managing and controlling access to an
entity's systems and data. It ensures that only authorized individuals or entities

can access their systems and data, preventing unauthorized access and

potential security breaches.

Identity and AccesManagement systems are critical in helpgmgitiessecure

their networks and resources, ensuring that only authorized users have access

to sensitive information.

A

Identity & Access Governancklentity & Access Governance (IAG), is a
broad and strategic concept. It encompagbestechnical aspects aride
policies, procedures, and governance structures related entitgt and
access control. IAG focuses on ensuring that identities and their access
rights align with business objectives, compliance requirements, and risk
management. It involves defining and enforcing policies, reviewing and
certifying user access, and momitg for compliance.

A

A

A

Identity Management Identity Management (IdM), primarily focuses on

the technical aspects of creating, managing, and controlling digital
identities and their associated access rights. It involves tasks such as user
provisioning, authentication, authorization, and-mtevisioning. ldntity
Management is concerned with ensuring that the right individuals have the
appropriate access to systems, applications, and data.

Authorization ManagementAuthorization Management refers to the
process of granting or denying access to specific digital resources or
systems based on the rights and permissions of individual users. This is
typically done through the use of an authorization system, which is a
component of an iéntity and access management (IAM) system. An
authorization system allows amtity to defineeach user's specific rights

and permissions anenforce those permissions when a user attempts to
access a particular regrce.

Authentication ManagementAuthentication Management refers to
verifying the iéntity of usersattempting to access aentity's digital
resources or systems. This typically involwesng authentication
technologies, such as passwords, biometric scanners, or security tokens, to
verify a user's ehtity before allowingaccess to a particular resource.

API Access ManagemeAlP| Access Management in cybersecurity refers
to the process of controlling and securing access tendity's application
programming interfaces (APIs). APIs are a common method for allowing
different applications or services to communicate with each other, and
they can provide access to sensitive data or functionality withémtiy's
systems. As a result, it is important to carefully manage and control access
to APIs in order to prevent unauthorized access or misuse.

User and Access Provisionidger and Access Provisioning in cybersecurity
refers to the process of creating and managing user accounts and access to
an entity's digital resources and systems. This typically involves
implementing technologies such asrtity and access management (IAM)
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systems, which are used to create and manage user accounts and to
authenticate and authorize users to access specific resources.

Privileged Access ManagemeRtivileged Access Management (PAd/)

the process of controlling and securing access tcemtity's sensitive
systems and data by privileged users. Privileged users are individuals who
have special access rights or permissions that allow them to perform
sensitive or critical tasks within amtity's systems. These tasks might
include managing user accounts, configuring security settings, or accessing
sensitive data.

Privileged
API| Access Access
Management

Identity &
Access
User and T = i Governanc
Access
Provisionin

Identity
Manage
ment

Authenticati

on Authorizatio
n

Identity & Access Managemerapability Prerequisites
(Technology, Process, People

There areseveral prerequisites for implementing an effectivantity and access
management (IAM) system, including the following:

A Technologytdentity and AccessManagemensystems typically require the
use of specialized software and hardware to manage and control access to
digital resources and systems. This might include authentication servers,
access control systems, and other types of security infrastructure.

A Processldentity and AccessManagementsystems require wetlefined
processes angbrocedures for managing and controlling user access to
resources. This might include policies for creating and managing user
accounts, authenticating users, authorizing access to specific resources,
and monitoring and managing user access.

A People Identity and AccesdManagemensystems require the involvement
of people at various levels within aentity, including system
administrators, security personnel, and other individuals who are
responsible for managing and controlling access to resources. These
individuals need to be trained and empowered to implement and enforce
IAM policies and procedures.

Overall, the successful implementation ofdentity andAccesdanagement
system requires a combination of the right technology, processes, and people
to ensure that user access to digital resources and systems is managed and
controlled effectively.
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The Benefits of Applying thédentity & Access
ManagementCapability

Incorporating this capability within entities will yield a multitude of benefits,
such as:

Reduces Password Issues

Prevent Unnecessary, Risky Access ‘
Enhanced Security '

> > > >

Enhanced productivity
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3.6Deployment/Provisioning

In Gybersecurity, deployment/provisioning refersitigtalling

and configuring security systems, software, haddware on

a network or device, including installiagtivirus software,
firewalls, intrusion prevention systems, and other security
measures to protect against cyber threats. It also entails
implementing access controls, user permissions, and policies
to ensure that only authorized useran accessonfidential

data and resources

The deployment/provisioning process is critical in maintaining a mature
Cybersecurity environment, as it ensures that all necessary security measures
are in place and deployed against potential threats.

When deploying cybersecurity measures, many factors must be considered,
including:

A Theentity's size and complexity.

A The types of data and systems that are safeguarded.

A The level of risk that thentity is willing to take.

A A welldefined security plan is in place and is reviewed and updated
regularly.

A Regularly update the used security measures to ensure their

effectiveness in protecting against evolving threats

1.3.6.1.1 Patch Management

Patch management is the process of identifying, testing, and implementing
software updates or patches to fix vulnerabilities and improve the security of a
system. Itis an essential aspeatybersecurity because it helpsotect against
potential attacks and exploits that could compromise the system.

There are several steps involved in patch management, which are:

—— Steps Involved in Patch Management

A Identify Vulnerabilities This involves regularly scanning the system to
identify any vulnerabilities that may exist. This can be done using tools
like vulnerability scanners or by manually reviewing system logs and
security reports.

A TestPatches Once vulnerabilities are identified, patches or updates
are created to fix them. It is important to test these patches thoroughly
to ensure that they do not introduce any new vulnerabilities or cause
other issues.

A ImplementPatches After testing, patches are implemented on the
system. This may involve scheduling downtime or rolling out the patch
in stages to minimize disruption.

A Monitor Systems It is important to monitor systems after patches have
been implemented to ensure that they are working correctly and that
the vulnerabilities have been successfully fixed.

Overall, effective patch management is crucial to maintaining the mature
security environment of a system and protecting against potential attacks.

1.3.6.1.2 Secure Deployment

Secure deployment refers to the process of deploying software or hardware in
a secure manner. This includes ensuring that all necessary security measures
are in place and that any vulnerabilities are identified and addressed before
deployment.

The following are some key deployment security considerations:
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Network Security User Authenticatior RiskMeasurement

Deployment/Provisioning Prerequisites (People, Process,
Technology)

A combination of technology, process, and peaptrequired foraneffective
Deployment/Provisioningrocess.

A People:Trained and skilled cybesecurity personnel to design and
implement secure systems and networks; security analysts to monitor

. , and detect potential threatdncident response team to handle and
A Accesgbontrols Ensurethat only authorizeghbersonnel have access to : .
contain security breaches.

the software or hardware being deployed.
, X ) A Process:Welldefined security policies and procedures to ensure
A Network Security. Ensure that the network is secure and that all . 4 ¥y | |

B 1< and security protocols are in pilte compliance and mitigate risks; regular security assessments and audits

irew uri | . . : L
Y yp P to identify and address vulnerabilities; clear communication and

A DataSecurityEnsurehat all data is encrypted and that only authorized collaboration among all stakeholders involved in deployment and

users have access to it. provisioning.

Access Control: Data Security Vulnerability Assessmer  Continual Monitoring

A TechnologyAutomated Tools might be used to enhance the process
A User Authenticationimplement strong user authentication measures of identifying and analyzing cybersecurity issues while deploying
to prevent unauthorized access. services, solutions, software, and hardware.

A Vulnerability Assessment:Conduct a thorough vulnerability
assessment to identify any potential weaknesses and address them
before deployment.

A RiskMeasurement Identify and assess any potential risks associated
with the deployment and implement measures to mitigate these risks.

A ContinualMonitoring: Monitor the system regularly to ensure that all
security measures are in place and functioning properly.
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The Benefits of Applying th®eployment/Provisioning
Capability

Incorporating this capability within entities will yield a multitude of benefits,
such as:

A Ensure the security afervices, solutionsystems
and devices

A Ensure that users have the necessary access and
' permissions to carry out their duties.

A Prevent unauthorized access and data breaches

A Ensure theprotection of the entity's assetsand
services

A Reduces the likelihood of errors or mistakes during
setup and configuration, leading to fewer issues
and downtime.
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3.7Secrets Management

SecretdManagement in cyber security refers to fhrecess of securely storing,
protectingand managing sensitive information such as passwords, API keys,
and encryption keys. This is important because these secrets can be used to
access systems, data, and networks, and if they are compromised, it can lead
to serious consequences such as da&abhes and cyber attacks.

Secrets managemeig acybersecurity best practice for digital businesges,
allows entities to consistently enforce security policies for Amman
identities.

Secrets managemessureghat resources across tool stacks, platforerd

cloud environments can only be accessed by authenticated and authorized
entities. Many of these approaches and techniques are also used to protect
privileged access by human users. The following steps are typically included in
a secrets management initiative

A Authenticate all access requests that use-haman credentials.
Enforce the principle of least privilege.

Enforce rolebased access contrand regularly rotate secrets and
credentials.

A Automate management of secrets and apply consistent access
policies.

>~

Track all access and maintain a comprehensive audit.

>~

Remove secrets from code, configuration fiéewl other unprotected
areas.

The secrets management capability includes severdékayres and functions
that help to ensure the secure handling of sensitive data. These include:

A Centralized Secrets Managemefihis involves storing secrets in a central
repository, such as a password manager or secrets management tool, th
is accessed by authorized users only. This helps to prevent secrets fro
being stored in plain text or shared unnecessarily.

A Least Privilege Accesstis involves granting access to secrets only to those
who need it for their job duties and responsibilities. This helps to reduc
the risk of secrets being accessed by unauthorized individuals.

A Rotating SecretsThis involves regularly changing secrets, such as
passwords or API keys, to prevent them from being compromised.

A MuIti-Factor AuthenticationThis involves using multiple methods

Centralized
Secrets
Management
-

secrets. This helps to reduce the risk of unauthorized access.

A Encrypting secrets: This involves
encrypting secrets to protect them from gotating
being accessed by unauthorized **<*’
individuals.

Least Privilege

Overall, effective secrets management in'“**’ ®9:l
cyber security is essential to protecting

sensitive information and preventing cyber ’I
attacks. It involves a combination @3@;
strategies to ensure that secrets are storez
securely, accessed only by authorized

individuds, and regularly rotated to reduce
the risk of compromise.

Multi-Factor
Authentication
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