W)

Y- ve-1999

E§,....Lk:g;]lli_51421|

u—'l.l-'-'-“-'J | g—-olll i
— National Cyber ,.U/,/(@ y

Security Center %2}






202

oiull pyaill







drosilgll &l1all (ialn 8

Juuall cul Gilill alllace elloll
o Koall






aloll goull caaln
il alllare g guwall piodll

o-hooll 2 gell g






&l yginoll

gutd) Jlocls oilall & old
11 Lilppall golll Likgll jS)oll

12 j—4poll 6L i

16 o2t il aagill

20 uljlailllg dpuudyl Giloaall

49 2025 dilelhill







11

wilpdl goill i hgll j4poll guy iy Jloch pilall &ol4

dolell ciloadll o4adi 6 &Sall dohilll Lle Loliioll aloicllly odpl Jgaill 9 joiwall gugill dayii
Ohgiuall Gle dilppull alayagill ayliig woedpl ellell laagdy il dcjluioll aljghill Jb ag dnlallg
djaly jujeil dloldiall oagga 2024 ple JUs Lilppwll golll Libgll jSpall Jolg lgally ouldlll
dloall cload Glhi guwgig .dpedll &inill &idl pghi JUs go .dyilpwll jhlasll dgalgo o dAlaoll
jghall go dcgano pelell 1aa j44all dljlail Cilods adg .alelhdll @lido o dibgll Giljadll clig dlaiwllg
Jdlnilllg ughilly cyjaill Jliollg abwlwdl égilpudl ahbaiwll dglppull alleell :lajpl o .diguall
il Gilppull elaall gol jijei 6 @énall eadilly jaisll Josoll pan le danlg dllla La .ggleillg

golll  piigo 6  dodilgll  dnylll d4looll  lgiAdn  duegi  8jad  aggall  odm  Cudlg  adg
Lowi  doadio  alia  gen gyl @yni @i &yn 20240 el Lallell il
dhaoll syall JUa jépell Josww Giapdll Gilppwll eldall dlong jujoi o dsibgll aggall Tjlpaiwlg
lgt b Gaaii golipg 2028 - 2025 plgeill il golll dibg  &ayiljiwl alac]  Lle
doghio clii & daloall abglel dnyiljiwlll oda gudeil il golll ihgll yulaoll go lajlall

Golaimlg  Lilol i8Sl Gy diy ely & Lloe Tlbl godily @lbimell Gbaaill laiwlll o

wlhii dSjidio by dlgduo odpll golll gl go§i wilpll Golll Libgll jSall Lo Liils eliall a9
dageb @) Gag sgmll Jhall 13a o dlooll djaly jujel Liolill Jolgiwg Iss liglaig Sjaiuo dhdy
Jholl 132 8 agall g gow dailiog dlalhi go loiiy dolull Ellall SEYI payii dauly jilsyg

il golll Libgll j41all yudy Jlack oflall

alal ya 0l ali a0l a1e ag ol .2




®
i %

x\“\ﬂ%j«@;ﬂ
= \@{:/,D\ \\\y

-

,, QD

=

d

M
B

12




lo @100 ouhii chagy 2019 Jolif 16 Ayliy 2019 diwl 16 08y Lilppull golll ygils jls] of
&3l olaillly Lggiagig Laayagig dxibgll duilpull ciljadll 8jlallg 1 ibgll Gilppwll ollly Gleiy
llgduollg cilinlgllg jlgaill (jgilall Iam aan Lod w Jiodll J4uill Laliloiwlg aggall jlotiml Jary
golll plgo @ blif il golll ibg jage gupuli ggiléll Godg \ibgll sgimall Ll
péliio J4uiy Gilpull gollly dsicall Cilgall 444 go Guuiillg Libgll sgiuwall Ll Giljull

Allg§uall Jalaig dilinlgll ghlai piay

dally gief gy go walliy allg Gilpwdl golll Libgll gulaoll Jidiii i ggilall laa ciagas
eligl 8abllg Losgll alnisll 5)ljg :ayllill dibgll cilgall gglioy elicl douwig dolw dsélo
wolell golll &pa0 sdolell clplaall 85la iyl Ginall-dyia) Ul daluoll Cilgall iiapdl jssall
i Gle eliy eljgll gulao pgrouy clacl dillf Ll dalally alojlll §lalg golll ikgll jjall
Jo 8pall 593 Jo agio Ylill ygis Ul Lle 8aalg djol Aazill Alls Guiiw a0l gulaoll guyd)

ol glhall

ilppudl golll Libgll japoll cLitil 2019 olel 16 08) Liagll ilppull ol ggilé o (5) 8alall
ilpull golll dyibgll Ciljadll cliy adyl4ig

Gutip biipg @)lalg o JUaiwl il dylicl dynidy ilpuwll golll Libgll j44all giailg Lad
soimoll Gle Gilpll golll dlled doghio clis plgo Gilpull golll ibgll j440lly hyilg .cljjgll
Jlaidlg 8clady lgigalgog (ilppull cladll Cilagagi o d4laall diloal lgaghiig lapghig (ibgll

ilogleallg Cil4lioally yalidbill dollug Libgll golll Lle Blaally Josll dolaiwl gasy loig



alallnllg ol goll [

ddlpog Gilpull golll pleog Cilwluug Ciliayilyiul alac (1
I2ayaiil dojilll aolpllg bhhall prigg lgauhi

ocall o1adig I@ipdiig ilppwll golll aldae pghi (2
b llpll goll Gl & clid grojtll &Ll
aic Jaaillg lgl dalaiwlll agga Guuiig alallg olell rclhall

.dalall

godll ¢ialga Ayinig ahylgng il Jodll yuleo 232 (3
dyloll orgl Imjany dloglei ciagor Lilpwll

allhioll laag Gilppull golll ciloas Loadal gaayill aio (4
lell oagl jany plhi ciagol 83310ll pguupllg hgpitllg

alélaill olplg cildlpillg ggleill Jreaig cilogleall Jalsi (5
aila dugally droulsllly dihgll Glgall go ealaill ciléaog
il ol dallell

Jlao L dyihgll cilpallg ciljadll elid dojllll aolpll pghi (6
bl sginall Lle ay egll jyjig Lilyull ol

claall ol jujeil dallell cila cilgall 20 Guuiillg ggleill (7
il !

il godlly aallell cila cileypiiill dlegpiio alac] (8
disoll dilgall 20 ygleilly

goleilly d4loall & Gilpuull golll gigl joimall ayaill (9
plallg ploll grelhall La dieall cilgall go

Lgiolaiwl Ailhiog dapll dgiaill Lidl cil4ud ay2ai (10
Agilppull Silagagilly ilily 8acld clibil (11

3igyi4lill dogAall ciloadl dyiolll Lalgill apdi (12
ilpll Golll &nlgal &ylaiwlll §5é pghig enai (13
Cilogleall &lang ol pules (onii dwlw alac] (14

2o ggleilly Lilpull golll Ailllas Lo alell éiadl aca (15
Cileolall

il golll cilésbuog gyjlai eyl (16

ilppull Giodll gagll ge dygiwll dijlgoll ggpito alac) (17
.ulaoll lgeayg dl4oll

d4laall ilpull Giodll gragll e dygiwll g1y plaill alac) (18
Julaolllged)g

Sloyloilly dohilll lgtle aii pal alplln gl plgo i (19
il golll Ggils plAal I Ialituwl djalall

14



ibgll g imoll e j4poll & puniyll jlgaill

L8/ —oghiill jgall

Josy digially caniy Gial Lilpw elna eliy le «a blioll jgall lag! dio Zlayl j4jall Josoy
Aloaill dind)g Ladyl Jeaill dililac 8)lall dyolpll dribgll aggall &alAl dyilpull dyloallg ol
Sl golll dadga JUa go «loall odgl daclallg alodiall dyodyl Jondll .dg0g4all
duiblgll ailelhall dal4l \dlebuoll dungo Araiill dojld drothit jbi cliig .L”,jngI S9iuwoll Lle

Anlallg drog4all

—iLiLo oll jgall [L‘U’%

Jlaidlg elady dyilypmll diloas 01247 6 gugill Lle ) blioll jgall lag) dio Eléyl j4j0ll Josy
L4 )l ayilbatuilly &yallg dyillesll &yjoall &jalall Gory Lag dsagiumoll dyibgll ciliall
Jj0ll Josig Los lgic palill jpall go asllg Lol &laiulll epug dyilypull dialall clgialg giog
dlelhall al4 (gal alrodiill dillocg uJIJ-“-*“JI L'J-°ﬂ| 09800 digaig Rl Gle joalllaa JUA o

ayihgll

duilhgll &ljaall cliy jga

Liloyl alpalllg cluwdoll dyibhgll ciljadll draiig cliy le «au bliall jgall lagl dio Zlayl jSpall Jooy
Lol Aoy duilpw Slagagi of ciloaa &f angs ealllg Jodll Lalgll gjall ga s piull pniell gl aio
dayeoll ogailwig diluuugollg alpalll (ulai Lle dilis diog j4pall ouw fun il ! Liclha
gl phlao & go Loadpll elaall oadiuoe d4l4 dlas Jadi Lill dpalellg drayatilly digegill

Loy gouuuiy of gl ygsjeiy 28




N
%//VHK\\\\\ =

il 1

2026-2024

16




Gilpudl godll Likgll jS)oll cibiglgi

O
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loaall padi L dy)lyoimll Cilelhillg

caputly o J) alilusollg 3401l GojL5 dyigilall dgiagll olll yags
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dvilpuwll Slideell

duugall ddulig dgibgll Gluuwgoll dyilpull Gloadll pyadi Lo gaugill
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dléyallg Lgillauw 6lalg drogiall Gilduill dcluwll jlao Lle Julaillg didlpoll doad 04287 6 gugill of
illaw 8jlal olbai e dhgipoll Cilum§oll aac amnil $332a iluwwgo (5) degono Lo dalAI of Cuyn iyl
o wlhiwallg dtilhgll Aluwgall pili Laljial eals (1109) wyléy Lo dalal aig duwwdo (90)cilandll
Gl le clSjall dloli 48 pégi go sjSjell eliill 1an gBo) “ua ogdall dplawll dugall 44y
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MO 00 9

aili Lnljial pala Al uuugoll aac 62123 dluuugo
duihgll Cibuuugoll olhill Lle dhgipoll

Extended) awahll 8jaaill dulaiwlg diloa ggpiio 2024 ole y—o palll gl JUi j4poll 24i
.drog4all ciluuugell (detection and response

33 (10000) ggpitall Jouiy Eun Il Lin plBill Lle dt094a duwdo (70) aegao Lo hyj @i Cya
déih dlolell &0l Jonill pagi wdags angall o94all cililyll j4j09 drogiall Eiluuwgoll Yl jleag
J9Beiy 28 Lill il cilagagill any o agirdaig dyilpw cilalyial gl cilagagi &l go glodll o dpals]
olaill 0pagy Lo Lllig 012l 0algallg 8jgalll cangimi 26 ill dyilppull Gialgall dlled dylaiwl Jlodg Lyl

:Aluwgoll

(Root Cause Analysis) auwil aluwill auanig Julaig (Behavior Analysis) clgludl Julai @
yii dgalyiel pé Alda &l ge il alayhillg dokilllg j42ll oartue clglu Jylai Ll olhill pgdy
.Ayilppw dleam agagl

aliai elhill eadiuy ¢un (Threat Advanced detection) gjghiall Cilayagill ge @dsll @
ealgallg djgalll cangiwi ill jghioll dyilpull Cilayagill ge Addll §)ghio

Cilayagill go Joloill dull cilela] &l 241 i olkill 340s (Automated Response) aulll alaiwlil @
©3lgallg 8jgadll Jje Lle olhill Jaoy éun (Play Books) lauuwe 8aan0 cilelja] Lle alaictlly dadidoll
Amany of Sill daguitall Al Lle 2l duwlioll dilelpplll AlATY dlinal pjlaT ogaay gi dulnoll

Jalail elibnl cldallg ilall pleill ilbiai olkill eadiwy (Intelligent Analysis) Lsall Julaill @
dylloag dan yi4l JAdy 8aliooll pé clydglull ayanig ililyll




Julaillg dgsljoll doa

Gibuww§ollg aljljgll Luubwi J4sin 7/24 jlao Lle doadll oda Lilpuwll golll Lihgll j41oll oads
plBi (gj840 pllsi Lghyg cilaaill cillaw goa iy dua dokilllg cil4yhll didlo JUa go drogsall
Jodll Gialgal Jaroll ALAISI 3jgaillg dokill o jalnll cilguiill Julail)) cilaadll iilaw 8lal
dojilll cilyngill piadig drizoll dgall @iy jAjall pgdy Liol diala Litisl dlla Lag Lilppwll

wiodll &ialall dalleol

Wl cilng éalijs 2024 ple Giaydll Gilpudl claall lg) Apei dyilppu dials (6758) g0 j4joll Jolei @
ciely dpogéall sjgalllg cilduill drdljo Lo gugill LIl 6abjll cum sjoy Cun 2023 pley dijléo (%175)

olial Jgaallg cialgall oaa o (%97) divwi bo j4jall o &idljall Giyb J1b Jo dasiidall Cialgall dpwi

o758

I-r€ ole duilpuw diala

YoOr

Jpoll Gush i go dadiitoll dialgall dpui

As| 6022

Gilppa paai

1 1

N - 275

1 [~ dilaiullly huijo pydi
N L Gilppull golll &ialgal

2024 pleg 2023 plel cialgall 2ac gy dijléo 2ac angy

Quarter no. of Incident | no. of Incident
1 2054 563
2 1582 524
3 1665 453
L 1457 915

i Gill dgilpdl Galgall Gle 2Ly Gilpw pani (6922) j41oll janl @
2023 ple ilppw pani (2609) i dijlao lgaliidl gi laan

(JOCERT) Gilppull goldll éialgal dylaiwill ibgll Gapall Joloi @
hyijo )i (75) jlanlg lmany af Lill dilpgudl &algall go (%3) go
Gialgall elliy
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8jghall dhaiio 8jghall dhuugio Sphall

Sialgall g0 (%10) Sialgall o (%88) dyilpoudl Sialgall o (%2)
el i Gl il el Aei Gl il claall  lgl Al Sl

Gain Gilppall  claall cain Gilppall claall cain Giagdll il
(8jghall draiio) Cialgay (8jghall dhuugio) Cialgay (8ph3) Gialgay

alilyl dingdg guuwaill alloc A4aiil wagi cuild Sill dilppudl Enlgall go (%035) g0 j41all Jolei @
drodpll Cilogleally

AL gaill Lle dialall ggi cuwa duilppuldl dalgall caging
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ciloglooll ol daloiall cilingilly cilwluull audill pac Loy gls élgall o (%1049)[ B

8)ghioll ayagill Cileganos cibuijl dialgall o (%0.19) %
aaall polpy cuhyiyl Ginlgall o (%2)
aunill dllaay chyiyl dialgall go (%1) %5

sl Ginlga (%31.48)




ole JUa drogiall cilunwdallg ciljljgll Lal cuipei Lill dgilpull Gialgall gijgi arigs olial oyl
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20.54%
16.84%
o
10.49% 8.69%
o
MALWARE / VIRUS INFORMATION INTRUSION POLICY ACCOUNT RANSOMWARE PHISHING AVAILABILITY VULNERBILITY DATA BREACH APT GROUP
GATHERING ATTEMPTS VIOLATION MANIPULATION (DOS / DDOS) EXPLOITATION

|/ AUTHENTICATION
ATTEMPTS

a iJCué T C1benuéall o
:Ij.ll JUL2 il 32]'3001 % @
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©3algall 6jgalg caguulall 6jgal «lilydl aclgbg drigpislll diloaall alayhillg dahidll ,dyloall 5j.egig
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uiolll doghioll Ciligiumo
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Compromise Assessment
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alpigo Gle leliy Glyialll lghypei Gle Jilla agag ge wamdll d4pnll ggimo Lle Gidi i clpal
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Vulnerability Assessment
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011y
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57.00% L4883 dugylall gyjlitollg drigyislill dogiall diltloc jSp0 8 sy Ul palgall

%,Jna.éllgg.i

adlgo @
dgpall Aloaall palgs @
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dgiodll calyeill aac

agigyialll galgoll le aljaill ayini | ggosol

Critical 65
High 522
Medium 1738

Sjealllg palgall &uiol Cilngad
ole adi Gill Giolll aaall allae Gle 2l 8jgalllg palgall Lle 82i (5521) acgano lo any oi @
.03lgallg 8jgalll o (21690)

Gadi il Giodll paall allac Lle Teliy dajall cloall palga Lle 6)i (1038) acgoao Lo an) oi @
.03lgallg 8jaaill o (1647) Lle

gubitallg dyigisllll dogéall cillac j4jo Lo spalll palgall Llc 8yei (4483) acgono Lo anj oi @
.ealgall go (20043) Lle taai Lill Liodll gaadll cilylac Lle Telis duqylall

dog4all cililac j410 L Ul palgall

dagylall gyjLitallg dyigyialll claill ggoao dall aloasll
Critical 772 Critical 212
High 1393 High 420
Medium 2318 Medium 406
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d_108) Il gilgollg cilnio I

duiodll &ialgall 8jlal dnio Filhl
(Incident Management System)

ciluwgollg jpoll gy dulelai dnio Gilhl 2024 ololl dylay Gilppull golll Libgll j4pall old
dyilpull Alagagill ailaiwdll Joc cilelyalg pou dioilg driolll Gialgall 3jlal aagi Lle caagi drog4all
dilaiwlll Gldgl Julai Lle dnioll Josi dyogiall cluwdoll go ggleill jijsil cilogleall Jaliig
alalintll go kil pohill AULS Lleny lao iluwdall L& glodll pig jjaig Selakll guunig

" dcgiioll dyiodll

-

Welcome to
Cyware Fusion and Threat Response

Athreat response automation platform that combines cyber fusion, advanced orchestration, and automation to stay
ahead of increasingly sophisticated cyber threats affecting enterprises in real-time.

& Hello!

Good Evening!

Let's get you started
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ailaimillg ilelyalll dioiil plbi Gkl .|
(Security Orchestration, automation & response)

olodll cililac jjai I cangs dilaiulllg clelal dioil plii GUBL il Golll ibgll jjall ol
Julaig calylaimlll byuui le Josy Lod Gialgall 8jlal ayngig wilgaill pybhiig . Josll pu dioil Jila (o
jujeig 8clasll guuai Lle Josi gpul ciljljd SLAIN clajagill cilogles o Salaimlllg wspiull agall

Jlad Jiy Lol dlaiulllg Lalilaig cilaagill SLATA e ciluwgall 8128 g olal

(JoCERT) L,ihgll dilaimlll Gujb gdgo pghi .‘

abaoll Jalsig ralgall &t Guuilg il goll egll sl iy dnias pigoll Gilb oi
plallg olell glhall Aluwgo gl Gyeii Gill Gilppudl golll dialga ge glliill 6l pagi Jii jo
dyiodll cilpanill piil dalall duiodll CiljLiinlllg cilayagilly caeall blai Jga diano cilogles pitig

il golll Ailujlaall Jaal Jga groadiuwell wayalig

Home TAQ. SN i
J¥CERT M Sewiest Twas  New  Aboy  Comaals

The Mission

About JoOCERT

Jocsrt estabiish in 2017 as apart of National Cybersscuriy centar, jocert is charged with responding o cyber secury incident, buiding and developing an CIReport An Incideat

effective system for cyber operation
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ioibgll sgimall Gle Gilppull Giolll grgll poiuoll ayaill Gl Gilpwll golll ibgll jSpoll oy
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dyloal dyllod) lgeo Joleillg <ilayagill any (o difel Lill dpuiil dloaslly cilyesll Jo dcgoao

Al Gilppudl clAall ligho

L dnio - dgilppull Silagagill cilogles d4)lio @

i
<yl

Glogleoll d4)Litel dgigog diol dnio «eljbiny dyilppull Gilayagill Glogles d4)liio dnio piel
QIHAUl Glpii§od 8ac dilogleo dnioll odm jagi dun .lglalig duibhgll Gluwdell g duilpwll
a4aall blaidllg clalaill 3227 il dgilpull dlogleall Jo lapég dradpll llylaillg dyiodll tilysill

Aalioll dgilppull Glaagllg Gilayagill 8jghiollg

gadll Lgl ayei il dilppudl Glayagillg dloogll dianlg oal Joa @linai plai alac| o /
HpaT (66) gdlgig dvilpull Gilayagill Glogleo d4)lite dnio Lle lapiiig huugdll Gpitll dahiog
2024 ole Jlli

aac gl Supn duilppull Gilagagill dlogleo d4)lie dnio Lle diibgll dluuugoll (Jo 2ac hyy o /
2024 ple JUA duwwdo (23) Glbuwgall 0am
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=
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Digital Footprint Monitoring dweagl donyl d&1élo @

iyt gl Gl agag Jia L Lllg Al dyibgll dluwdall addl Aalgill ddlas el pois
JUA go «llag ,dalisall dyilpmll auagill cilga Jid go Lglllsiml ghoy Lill clalaclll a clhal gf
1alga dudljog ciluuuolls dnlall dyodyll ciloadlly Jonill dyilpull cilayagill dgalgl djoiumo doilio

sojlail i Lo paly .cuipiilll &4 Ll lapii oy illg luwgoll ilily Enlall cilypuill

dgihgll Alunw§olly dnlall sl ciloadllg Jonill dyilpnwll Cilayagill dgalgl 8paiuws diblio /
i (344) lman) @i Lill cilguiill aac gl éya

dyibg ciluwgol alilull cupui &iala (214) any

aljbaiwdll dlnicg jalno JUa o lgeuil oiy il dyiodll culyeill p.al Joa pjai (373) el /

dodpll Jonlllg aildlhill dalisall il ayagill alga Jlaiil aldoel dpaiwell didlpall /

dnlall (Defacement) duigyidlill galgoll (sginoll pusi &ialgalg (Brand Protection)
dyihgll Ailuwolly

&g &Hé

A

7S 2407 S0

alsill pal Jga ppai Gililgll s éaala lman) i il Clguiill

Security Validation _iodll gaaill @

din Lo diall dolll hylgnll dylleag éclad o a4lill Liodll Gaaill doad JUA o japoll wangy
0am La dlolell dodll dilonllg Jolll dokil dyllea guuai cibilsl dog4all ciljljgllg ciluswgoll Josll
Lgio anll dyilppull cilagagillg cilongll Cilidglul dilaiwill d1a14 Cua o Ciluwaoll

Lgl doaall 0yad7 i) Sill droginll diljjgllg Aluumgell 220y gugill /
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dyj9all dgilppudl dgioll p)laill @

Jodi &un 1593 Jiug dlooll ilppull ioll pgll le cgnll blui yylaf alacl; jSjoll ogdy

déhiallg gaydll dhiijoll dilpuwll dhidiilllg ¢ialgallg Alpigoll eall Giliflaa]g cilogleo

il Giolll cadgall Jga Gilpauw Giol 1ydi (28) jlan] ai /
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:ShEall ciljLialg cilngaa cileas [

@ dyinydll Glall ailjLislg aileill slal4o dnio(1l @
Bug Bounty Jo
Bug Bounty

Continuous Penetration Testing Platform

gl a lgegi go Llgdll Bug Bounty Jo diajdll glyiadl ailjlialg cilygill slal4o dnio pisi
dradyll Lglgni Lle caenll blaig clyeill ajaaig jLisl o dnlallg drogiall cilgall Jiboil whagi dun
dnioll pic Jooll L,.t:JnI Blpial (palad Jrawill auildo) alpaill auii Leil Ladq i6cladg dulleag depu

.dalive caen hlaig dilyoil ogalitiél aic dullo dilialdo Juldo anall Giblsl

aillislg cilysill slalho dnio JUA o dr0g4a iljljgg Cilumo da0l drodpll Jondll jLial of /
JLial (56) 8adioll Ailjliadll aac gl dua duiapdll Glyiadl

86 {f

dsaall Jonlll jlisl
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Penetration Testing gliall jnaa(2 @

alanhillg gélgollg dohilll golg dollw g0 jLiall FlHAll Gilngad ALaiT doad oaadis jSpoll ogéy
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2402 Lilppull golll ygils ofll adg .lgy ddleioll phlaoll 8jlalg Gilpuudl golll sgimo gap dilidiumo
" JApall ge 8jalnll puleollg hulgall Jliislll dulaillg dnlillg drogiall ciluwgoll
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